DUNG PHAN MEM BAO MAT, CHONG VIRUS KASPERSKY HIEU QUA

Duéi d

Duéi day ching t6i s& huéng dén cdc ban céch céu hinh chi tigt phdn mém Kaspersky, gitp ban
phong chdng virus va bdo mat may tinh higu qua hon. Nguy co khién ngudi dung méy tinh va déc
biét & ngudi dung mdy tinh c6 truy nhép internet bi virus, hacker, séu gién diép, ... tn céng la rat

l6n.

Nhiéu nguoi da bi nhirng t6n that lén do chua s dung cdc phdn mém bdo mét va phong chéng

. A bd
virus hiéu qua.

Tuy nhién, ngay cé khi d& cai dat cac phdn mém diét virus, ngudi dung van bi tén cong va chiu
nhiing thiét hai. D chinh la do sy hiéu biét vé céc chic néing cda phdn mém chéng virus con it,
chua biét céch cdu hinh, thiét lap céc théng s& cda phdn mém mét cach 18i vu cho mdy tinh cda
minh.

Duéi day ching t6i s& huéng dén cdc ban céch céu hinh chi tiét phdn mém Kaspersky, gitp ban
phong chdng virus va bdo méat méy tinh hidéu qud hon. Trudc tién ta tim hiéu moét chit vé

Kaspersky.

Phén mém bdo mét Kaspersky duoc san xudt bdi nha cung cdp phdn mém bdo mét théng tin
Kaspersky.

Cdc sén pham méi nhdt cia Kaspersky cung cdp cho nguoi dung hign nay la: Kaspersky Anti-
Virus 6.0, bdo vé& ngudi dung truéce cédc méi de doa tr email va ludng luu luong trén Internet;
Kaspersky Internet Security 6.0 két hop khd nang chdng virus cia Kaspersky Anti-Virus 6.0 véi kha

nang chéng spyware, hackers, spam...

Do tinh ndng cla Kaspersky Internet Security bao trum cd tinh néing cda Kaspersky Anti-Virus, do
vay bai viét s& huéng dan dya trén Kaspersky Internet Security 6.0.

Nguei dung cdn nhén biét va hiéu rd céc tinh néing cda Kaspersky trong ving Protection.
Méy tinh khéng cé két néi internet, ban chi cén bét céc tinh nang sau:

- File Anti-Virus: Déay la phan chéng va diét virus cia Kaspersky. Chic néing nay s& bdo vé toan b



céc file, thu muyc, 8 dia cé nhan. N6 s& ngdin chdn virus x&dm nhdp vao mdy tinh ciing nhu diét céc
con virus d& cé trong mdy tinh.

- Proactive Defense: Hién nay khé nhiéu mdy bi nhiém virus qua cdc chuong trinh cai dat, qua
USB. Va bat chire néing ndy lén dé ngdin chéin con duong lay nhiém dé.

Chirc ndng nay sé& kiém sodt duoc sy thay ddi cia hé thdng file, ngdn chéin duoc céc chuong trinh
hiém déc an trong céc tng dung dang hoat déng trong hé thang.

Déng thoi né ciing quan sdt sy thay dai trong registry cia hé diéu hanh va canh béo nguoi dung
vé cdc ddi tvong dang ¢8 gdng tao céc key an trong registry.

Nhu vély méi khi chuong trinh virus ty déng cai dét vao mdy ban thi s& bj Kaspersky biét va cdnh
bdo. Ciing bdng Kaspersky, ban s& cho phép hodc khéng cho phép chuvong trinh duoc cai vao
mdy tinh cda ban.

Mat khdc chic néing ndy con ngdn chéin cdc macro nguy hiém, phdt hién, kiém sodt hoat déng cia
cdc macro trong céc vén bén ¢ng dyung Microsoft Office va ngén chéin céc lénh macro nguy hiém
trude khi né duoc thyc thi.

My tinh c6 két n&i internet, ban s& cén bét thém cac chie néing sau:

- Web Anti-Virus: Chic ndng nay sé& gitp ban chéng lai tén céng cla virus tir céc trang web (néu
c6) khi ban luét web. N6 két hop véi File Anti-Virus mét cdch hoan hdo dé ban cé thé yén tam vé
sy trong sach trong mdy tinh cda ban.

- Anti-Hacker: Chéc ndng ndy s& ngén chéin cdc dang tdn céng bdng cdch khéa két ndi tr may
tinh hacker, quan st tdt cé céc hanh déng cé ddu vét cda mét cude tdn cong, kiém sodt tdt cd céc
yéu cdu tUr céc websites trén mang, c¢é céc hanh vi tvong Gng déi véi cac géi div liéu ra vao hé

théng.

Khi mdy tinh truy xudt vaio mang, chuong trinh s& xéc nhén tinh chét cda mang dé la mang tin céy,
mang Intranet hay Internet? Déng thoi chie ndng nay ciing ép dung cong nghé Stealth mode dé
ngdn chan 8t c& céc dang tén céng tr chdi dich vy (DoS).

Né&u mdy tinh cba ban c6 ndi mang LAN (nhung khéng néi internet) va ban can mét sy an toan,
ddm bdo khéng c6 ai thdm nhap vaio mdy tinh cda ban qua hé théng mang LAN thi ban ciing nén
chay thém chic néing nay.

- Anti-Spy: Chéng cdc chuong trinh phan mém gidn diép. Né s& bdo vé céc théng tin ¢ nhén
quan trong cba ban nhu mét khdu, 6 tai khodn ngén hang, thong tin vé credit card. ..

Phdn mém nay cé thé phdt hién cdc thong diép gid mao va khéa cdc lign két t6i cac site gid mao
d6. Ddng thoi né cling givp ban an toan khi truy cép Internet, ngén chdn scripts nguy hiém trong



khi luét web, chén cac pop up va banner quéng cdo, chdn céc chuong trinh dial up ty déng.

- Anti-Spam v& Mail Anti-Virus: Néu ban ¢6 dung chuong trinh Microsoft Outlook hodic Microsoft
Outlook Express d& check mail thi ban nén bét hai tinh néing nay.

Kaspersky s& quét céc ludng théng tin email dé& phét hién va ngdn chén virus trén céc giao thic
truyén nhén email: POP3, IMAP, SMTP.

Cdng nghé chéng spam cda Kaspersky dem lai sy ddm bdo cao trong viéc phdét hién va ngdn chan
spam: dia chi blacklists, whitelists, dya trén keyword, va quan trong hon c& dé la gidi thuét ty hoc
duoc xdy dung trén sdn pham.

- Viéc bat cdc chire ndng trén rét don gidn. Ban chi can chon chic ndng dé, sau dé én bidu tuong
start phia trén, bén tay phdi. Tai day ban ciing cé thé cho tam dirng hodic dirng hdn mét chie ndng
bdo vé nao dé.

Mét viéc quan trong nra déi véi ngudi dung la nén thudng xuyén cép nhat danh séch virus cho
Kaspersky qua chirc néing Service Update.

Ngodi ra, khi cai lan ddu tién, ban nén dé Kaspersky quét toan bd mdy tinh cia ban d& ddm béo
trong sach, trénh trudng hop virus néi tai tén cng va lam vé hiéu héa Kaspersky.

Cdc cdu hinh chi tiét khéc cho Kaspersky ban c6 thé tim thdy trong tai liéu huéng dén s dung cla
Kaspersky (tiéng Anh) tai dia chi sau: ftp://dnl-us4.kaspersky-
labs.com/docs/english/kis6.0en.pdf. Ban cé thé tdi phan mém Kaspersky vé dung thy:

www.kaspersky.com.
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