START MENU - “GOT CHAN ASIN” CUA WINDOWS VISTA

Start

Start Menu chinh la “gét chan Asin” cia Windows Vista, tai day cdt gitr tat cd céc chia khéa dé
vao dugc “toa lau dai” Vista. Ngudi dua ra két luéin nay la Robert Paveza, mét chuyén gia phét
frién cdc ing dung web cda cong ty marketing tryc tuyén Terralever.

Paveza cling la tac gid cba phuong phép “tén céng 2 cdng doan” (two-stage attack) duoc thiét ké
dé tén cdng Windows Vista bdng céch khai thdc céc diém y&u & User Account Control va thiét bi
do hé trg giao dién (shell) cda hé diéu hanh.

Kiéu tdn céng nay chd yéu la dya vao ky xdo “social engineering”, mét thd thuat duoc nhiéu
hacker s dung cho céc cude thédm nhdp vao cdc hé théng mang, mdy tinh, nhdm “thd” mét
chuong trinh Trojan vao hé théng. Giai doan déu tap trung chd yéu vao qud trinh tvong tac véi
ngudi dung va bé tri cdng cy lay nhiém qua proxy, mét qud trinh khong doi hdi céc déic quyén
qudn tri. Nhiém vy co bén cla céng cy lay nhiém qua proxy, hay chinh la Trojan, ld mé ra giai
doan tdn céng thuc sy nham gay hai cho Windows Vista.

“Giao dién Start Menu, ciing nhu desktop va bét ky phan ndo khéc cda céu tric thu muc nguoi
dung, déu c6 thé tiém an nguy co bi khai thac dsi véi nguoi st dung. Nhu ban thdy, trong tdt cd
céc thu myc cda ngudi su dung - gdm Desktop, céc phén cia Start menu, thu myc Documents,
Music, Video, Application Data - m&i thu myc lai cé thé duoc viét bdi nguai dung sé& hiru né.

Ngodi ra, Start Menu tdng hop All users (tdt cd ngudi dung) va céc thy myc Start Menu cda mét
ngudi dung cy thé duoc két hop, cung véi thu myc vu tién cla ngudi dung, dé tao nén Start Menu
hdn hop duoc bigu thi bdi trinh tién ich shell”, Paveza mé td.

Céng cy lay nhiém qua proxy, hay Trojan, s& thay thé& céc shortcut tir desktop var thu myc Start
Menu theo cdch thie tvong ty véi cdch thie cla cdce virus di kém. “Céng cy lay nhiém qua proxy,
do ngudi st dung diéu khién, s& ghi vao thuy myc Start Menu cba ngudi st dung va doc tir thy muc
Start Menu todin cdu ma khéng yéu cu cac phép néng cao. Chuong trinh s& tim trén thu myc Start
menu todn céu tat cd cdc chuong trinh yéu cdu ndng cao va tao ra céc bdn sao trong thuy myc
ngudi dung chi ra mé déc hai”, Ron Bowes, chuyén gia nghién ctu cda hdng bdo mét Symantec
cho biét.

Tat cd nhiing gi chuong trinh déc hai nay phéi lam béy gi& la ché ngudi dung chay mét trong s&



cée ban sao “di hinh” cba cac chuong trinh géc chinh théng trén bé méay Windows Vista qua Start
Menu hodc desktop. Chi dén loc nay ngudi dung méi duoc trinh dién véi mét yéu cdu ndng cao
ddc quyén tir User Account Control, nhung vi céc chuvong trinh géc la “chinh c8ng” nén cac dac
quyén quan tri s& duoc cdng nhén ngay lap toc, nhe thé ma cude tan cdng gdy hai cho hé diéu
hanh duoc hodn tét.
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