"BIEU TRI" VIRUS YAHOO MESSENGER

Trong

Trong thoi gian vira qud, rét nhiéu virus théng qua tin nhén Yahoo Messenger da lam nhiéu ngudi
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phai "diéu ding" va byc bdi. Bai viét nay tim hiéu vé nhirng con virus qua tin nhan cua Y! va mot

vai meo g& bd ching.

Doan ma ndy c6 thé luu lai mét thoi gian néu da bi nhiém logi virus Yahoo Messenger phdt tan
bdng fin nhén réc.

Virus Y! Messenger rét nguy hiém dai véi céc 16 hdng chuong trinh théng qua Java script va VBS.
Ban c¢6 thé d& dang bi nhiém khi kich vao mét link téi hinh (.JPG). Khi trang web xuét hién dé tdi
dnh, java scripting s& chay VBS (visual basic script — hogt déng trén bét ky méy tinh Windows nao)
ghi dé du liéu trén dia cing.

Sau khi bi nhiém, virus bét déu gui tin nhén t6i tét c thanh vién trong danh sach moi kich veo link
cba ching (nhu vi dy bén dusi). Tin nhén bj thay déi, né ty dong phét tan ngéu nhién theo nhiing
tr khéa khdéc nhau tr co s& di liéu cda virus.

Mét s6 malware nguy hiém hon con phd hdy cdc chuong trinh phd bign nhu antivirrs va phén

mém tuong Ida do dé cdc chuong trinh ndy sé& tré nén vé ich.

** Hay cho y rang déy la doan mé dp dung cho phén l6n virus messenger chi khéng phdi tdt cd.
T6t nhét la s& dung phén mém anti-spam va anti-virus. Doan ma bén duéi c6 thé thyc hién bdng
céch lvu gitr né duéi dang file véi dusi mé réng .bat (file batch). D& lam dvoc viec dé, mé
Notepad, dén chinh x4c doan code va sau dé chon Save As tr menu File trong trinh soan thdo.

Luu né véi #n yvirusremoval.bat (vi dy) trén dia cing cba ban.

Tt nhét nén khéi déng lai may tinh trong ché d6 safe mode, sau dé chay file batch. Sau khi lam
xong, hay cai dat lai Yahoo Messenger.
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echo Disinfecting (stopping possibly infected services, deleting infected files, deleting
echo temporary files that could be infected, rewriting some registry entries like Internet
echo Explorer home page..) Please wait.



@taskkill /f /im svchost32.exe > nul

@taskkill /f /im svhost32.exe > nul

REM These two lines stop svchost32.exe and svhost32.exe services that are usually infected

@erase /F /Q %windir%\svchost32.exe > nul

@erase /F /Q %windir%\svhost32.exe > nul

@erase /F /Q %windir%\prefetch\*

@erase /Q /F "%userprofile%\Local Settings\Temp\svchost32.exe" > nul

@erase /Q /F "%userprofile%\Local Settings\Temp\svhost32.exe" > nul

@erase /Q /F "%userprofile%\Local Settings\Temporary Internet Files\*" > nul

REM The last 7 lines deleted svchost32.exe and svhost32.exe from windows directory and
temporary directory; last line deleted all the Temporary Internet Files content

reg delete HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run /v
"Task Manager" /f > nul

reg add "HKEY_CURRENT_USER\Software\Microsoff\Internet Explorer\Main" /v "Window Title"
/d "Internet Explorer" /f > nul

reg add "HKEY_CURRENT_USER\Software\Microsoft\Internet Explorer\Main" /v "Start Page" /d
"HTTP://www.google.com" /f> nul

reg add "HKEY_CURRENT_USER\Software\Microsoft\Internet Explorer\TypedURLs" /v "url1" /d
"http:/ /www.google.com" /f > nul

REM Last 4 lines change some registry entries, modifying Internet Explorer parameters, like home
page (changes to google.com), typed history and default title bar.

echo Done !
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