CACH DON GIAN BE GIT Bf MAT CAC FILE CA NHAN

Chi cé

Chi c6 mét cach dé giT cho cdc file mét cach bi mat dé la mé héa ching. Encrypting File System
(EFS) trong héu hét céc thé hé cia Windows Vista, XP, 2000 mé héa néi dung céc file va thu myc,
lam cho ching tré 1&n khé khan déi véi nhtng ngudi mudn rinh méd phdt hién ching.

Chuén bi ma héa: EFS c6 trong céc phién bén Windows Vista Business, Enterprise va Ultimate; XP
Pro; Windows 2000. XP Home khéng ¢6 EFS, Vista Starter, Home Basic, Home Premium chi cho
phép gidi méa — vivdy chi c6 thé doc cdc file dvoc ma héa nhung khéng thé ma héa ching. D& su
dyng EFS trén mét partition thi partition dé phéi duoc dinh dang bang hé théng file NTFS. Ma héa
y&u cdu ban phai st dung mét tai khodn cé mét khau duoc béo vé.

Chra dyng céc file: D& ma héa mét file hodic mét thu myc, kich chuét phdi vaio né trong Explorer
hodic bét ky thu myc ndo va chon Properties (ciing c6 thé kich chuét phdi véio mét nhém dé méa héa
nhiéu file hogic thy myc cung lc). Trong tab General, nhéin Advanced, tich véio Encrypt contents to
secure data, sau dé nhaén OK hai lan. Néu dang mé héa mét thy myc thi ban s& duoc hdi xem ¢6
mudn md héa cd file hodic cdc thy muc con hay khéng. Khi dé méa héa, céc file va thu myc s& lam
viéc gidng nhu bt ky file va thu muc trén hé thdng; ban khéng phai st dung bét ky mét khau déc
biét ndo dé mé va lvu ching. Céc tai khodn ngudi dung khéc trén méy tinh va cée mdy tinh khéc
trong mang khong the xem dugc néi dung céc file nay. Chi ¢é nguoi da dang nhdp vao tai khodn
cba ban véi ding mat khdu méi ¢ thé truy cap cdc file nay.

Hop ly héa cdc buéc: Ban cé thé rit ngdn qud trinh bang s dung lénh mé héa Encrypt & menu
chudt phdi (Iénh s& thay ddi thanh gidi mé Decrypt khi kich chudt phéi vao file da dugc mé héa).
Ciing ¢4 thé thyc hién diéu nay trong XP baing mét Registry edit nhanh nhung s& d& dang va an
toan hon néu st dung Tweak Ul, mét PowerToy mién phi cia Microsoft. Néu d& c6 Tweak Ul trong
hé théng thi ban cén phéi néng céip né dé cé duoc phién bén gén day nhat. Khi Tweak Ul duoc
download, cai ddt va chay, chon Explorer trong cira s8 bén trdi, kéo cdc tby chon bén phéi xuéng,
sau dé ban tich véio Show "Encrypt" on context menu. Nhdn OK. Béy gi& khi kich chuét phdi vao
file chva ma héa ban sé& thdy mét 1énh méi Encrypt (hodic Decrypt néu ban chon file da mé héa).
Chon tUy chon dé va trd |&i bét ky céc yéu cdu ndo dugc dua ra. Tweak Ul khéng tuong thich véi
Windows Vista. Mé&c du vay, tién ich TweakVI mién phi cia phén mém Totalidea cho phép ban
diéu chinh cac thiét Iap cda Vista, cho phép thém cdc [énh Encrypt/Decrypt vaio menu cia né.

Nhén dién céc file dvoc ma héa



D& c6 thé nhan biét duoc mét cach nhanh chéng cdc file hay thy myc ndo trong hé théng cda ban
dugc md héa (hodc sv dung nén NTFS), mé Explorer va chon Tools, Folder Options. Nhén View
tab, trong hép thoai Advanced Settings, bdo dédm phén Show encrypted or compressed NTFS files
in color phdi dugc chon. Céc myc dé mé héa c6 mau xanh lyc, céc thanh phén nén la mau xanh
da troi. Céch khéc, néu ban khéng mudn phét hién ra céc file d& ma héa hay da nén nhu kiéu nay
thi chi cén bd chon tuy chon nay. Nhén OK. Ngu&i dung XP Pro va Vista can dén meo nay chi khi
mudn vé higu héa hién thi bang mau dai véi cdc file va thuy myc dé duoc mé héa hay nén, Oses
thyc hién diéu dé mét cdch mac dinh. D& mé hdp thoai Folder Options trong cira 58 Explorer cia
Vista, nhén Organize, Folder and Search Options.

Cdc cho phép khéc: D& cho nguai dang s dung hé thdng cé thé truy cap vao céc file da méa héa
bdng cdch chi dinh t&n ngudi dung cda ho. Dau tién, nhdn chudt phéi vao file da ma héa (khéng
dung cho thu muc hodc nhiéu file) va chon Properties. Trong tab General, nhéin Advanced, canh
'Encrypt contents to secure data', chon Details. O gita hép thoai d6 nhan Add d& mé hép thoai
Select User, hép thoai nay s& liét k& danh séch nhitng ngudi ¢é chiing chi (quyén) (mét loqi tai ligu
58 giUp xdc nhén tham quyén) trén hé théng cba ban. Nguai dung cé thé cé duoc chirng chi bdng
nhiéu cach khdc nhau nhung mét trong nhitng cach don gidn nhét dé la ma héa mét trong cc tai
ligu cda chinh ho. (d& xem thém théng tin chi tiét vé ching chi ban chon Start, Help and Support,
danh certificates overview, sau dé nhdn ). Chon mét nguoi dung tin cdy va nhdn OK. Luu y rdng
nGt Find User trong hdp thogi Select User s& khong lam viéc trir khi mang cba ban su dung Active
Directory, mét dich vy cia Windows gidp quén ri vién cé thé luu va tao thong tin phu hop vé cac
déi tvong mang.

V& hiéu héa, khéng xéa: Béi cdc file dd mé héa duoc lién két véi hé so ngudi dung, cho nén viéc
x6a cdc hd so s& ngéin cdn nhirng ngudi ndy truy cdp vao file da méa héa cda ho. Vi dy: néu mét
nhan vién cé tén Scott vira roi di nhung 6 the quay tré lai cong ty thi ching ta nén chi vé higu héa
thay vi bdng xéa todn bé hé so vé& anh ta. Trong XP, ban chon Start, Run, type lusrmgr.msc, va
nhén . Trong Vista, nhdn Start va vdo lénh tvong ty vao Start Search. Nhdan vao biéu tuong thy
muyc Users trong phdn cta s8 bén trdi va kich dip vao profile cla Scott trong cla s8 bén phdi.
Trong tab General, tich véio Account is disabled va nhén OK; khi Scott quay tré lai lam viée chi can
bd chon tuy chon nay.

Mét s& phdn mém mién phi

Ban cé thé s& can dén sy bdo vé manh hon véi nhitng gi EFS cung cdp. Tdi tién ich mién phi True-
Crypt encryption

BitLocker cda Vista: Viéc ma héa toan bd & dia cing s& lam cho malware khé c6 thé xam nhap
duoc vao cdéc file hé thdng cda Vista, lam cho hé théng file duoc bdo vé chéc chdn hon véi nhing
ké rinh mdé muén gidi md cdc file trén hé théng cda ban. Tinh néng BitLocker trong céc phién bén
Ultimate va Enterprise cda Vista cho phép mé héa toan bé partion ma hé diéu hanh da cai dat trén
dé, luu phim méa héa trong chip Trusted Platform Module (TPM) cia méy tinh, hodic trén & dia USB.
Khi & dia USB tr& nén phé bién va hdu hét ching ta thiéu céc hé théng cé chip TPM, khi dé céc &



dia flash thyc sy la véin dé hap dan. Tuy nhién né lai bi vé higu héa mét cach mac dinh.

D& kich hoat tuy chon ndy, nhdn Start, nhap gpedit.msc vao trong Start Search, va nhéan dé khéi
chay Group Policy Object Editor cGa Vista. Trong ctra s6 bén trdi, chon Computer Configuration,
Administrative Templates, Windows Components, BitLocker Drive Encryption, va kich dop
vao Control Panel Setup: Enable advanced startup options. Tiép theo chon Enabled, tich Allow
BitLocker without a compatible TPM, va nhéin OK. Thodt khéi trinh soan théo.

By gid bat c& khi ndo ban khéi chay BitLocker Drive Encryption applet trong Control Panel, né s&
khéng gidi thich vé viéc mat TPM module, vi né s& cung cdp mét lién két 'Turn On Bitlocker' méi.
BitLocker y&u cdu ban phdi khdi dong tir 8 dia USB, né ciing phdi c6 mét partion khéng duoc ma
héa.

An céc thu muc véi Free Hide Folders

Dasi khi cach t6t nhét tranh sy 16 md cda moi ngudi déi véi céic thuy myc cd nhan cda ban la gitr bi
mat vé céc thy myc vé né. Diéu dé duoc thuc hién dé& dang véi Free Hide Folders cia
Cleanersoft.com. Chuong trinh ndy s& cho phép ban lam cho bét ky mét thu myc néo (va céc thy
muyc con cba né cung véi cdc ndi dung trong dé) an hodn toan véi mét s& thao téc. (Chy y trong
Windows Vista, chuong trinh nay cé thé khong lam @n hodn toan mét s& thu myc nhu cée thy myc
nhac va Documents). Free Hide Folders cé mat khau duoc bdo vé, vi vay s& an todan cho du mét
ngudi ndo dé biét ban dang s dyng phdn mém nay. N6 ciing cho phép ban sao chép dy phong
cdc trang théi @n cda thy myc trong truong hop cé van dé véi hé thdng. Va mét diéu niva nhu tén
né duogc ddt, phdn mém nay hodn todan duoc mién phi.
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