BAO VE MANG CUA BAN TRUGIC SKYPE NHU THE NAO

Ung duy

Ung dung tin nhén toc thai (IP) va goi dién thoai qua Internet (VolP) Skype, tr chd chua c6 ngusi
ndo biét dén, nay dé cé khodng 150 triéu ngudi dung véi 6 trigéu ngudi thudng tryc online chi
trong vong 3 ndm. Va khéng trénh khéi quy luét théng thuong, Skype bi khéng it d6i tvong phé
hogi nhdm ngé, tim céch thdm nhap phd hogi. Mét 58 vain dé bdo mét xuét hién, nhét la khi Skype
duoc dung trong céc mang doanh nghiép lén.

Trong nhan thic cba nhiéu ngudi, Skype cé thé la mét 16 héng bdo mat, cho phép hacker loi dung
dé tham nhdap hé thdng. Ho ciing cho rdng né mé hod tat cé céc lién lac nén qué trinh gui tin
khéng the b theo dai, hay Skype s dung qué nhiéu béng théng mang va truyén tdi cc file nguy
higm.

Skype khéng dé quén ly. Nhung néu ban lo ldng vé Skype dang dung trén mang cda minh, cé
nhiéu phuong phdp gitp ban logi bd hogic ddm bdo rdng né an toan. Ching ta héy cing xem ban
c6 thé bdo vé mang cia minh va nguoi dung Skype trudce cde nguy hiém né dem lai nhu the ndo.

Tim ngudi dung Skype trén mang

Viéc dau tién can phdi lam | tim ra ai dang sv dung Skype trén mang cia ban. Néu ban ¢ mét
trong céc chuong trinh ng dyung qudn ly cdu hinh mang nhu Microsoft SMS, LANDesk HP hay
OpenView Client Configuration Manager, ban d& c6 dd céng cy trong tay. Hay dung chic néing
dung s@n bén trong cdc tng dung dé.

Néu khéng cé ¢ng dung ndo nhu trén, ding lo l&ng. Ban hay tdi mét script méu cé tén
Skype_Check for Windows trén website SkypeTips.com va thyc hién cac buéce sau:

* Kiém tra xem ligu Skype da duoc cai ddt frén céc mdy trong mang chua va ldp mét bdo cdo cdc
hé théng cé né.

® Ghi lai phién bén cda Skype.

* Kiém tra xem liéu c6 proxy ndo dugc thiét lap cho né hay khong.

* Kiém tra c8ng Skype dang dung va ghi lai.

* Kiém tra xem liéu cdng 80 c6 duoc phép st dung khong va ghi lai.

* Kiém tra cdng dang duoc dung va cho phép ban copy file XML Shared téng hop véi céc thiét lap
chinh xéc.



* Kiém tra va ngdt truyén tdi file, ghi lqi.
* Kiém tra va ngdt Skype API, ghi lai.

Ban c6 thé dung script déing nhap cia minh dé tim kiém file chay Skype.exe; hodic dung mét script
va thyc thi né trén luoc dd dia chi IP, gén cho tirng client véi tai khodn admin pho hop, tim kiém
Skype va bdt ky thiét Idp XML hay registry ndo ton tai. V4, tat nhién ban cing c6 thé dung mét tng
dung quén ly cdu hinh nhu d& dé cap dén & trén, hodic dung két hop cd script véi tng dung quén
ly c8u hinh, tuy thudc xem ban can gj, ghi lai, quan ly, ngan chan hay xod Skype.

Loai bd Skype

N&u ban quyét dinh cdm Skype lvu hanh trén mang cda minh, ban cé thé thyc hign theo mét s&
céch. Pon gidn nhét la “long syc” va xod moi ban sao cda Skype trén trng mdy trong mang. Ban
s& can mét cong cy GUI dé tim kiém va phd huy Skype. Tién ich mién phi cé tén SkypeKiller cho
phép ban duyét mang, ghi lai danh séch céc may dung Skype va sau dé xoé ching tir cac méy
dé. SkypeKiller cting cho phép ban sép xép chuong trinh xod. Véi céc mdy hién tai khong online,

né s& thyc hién cdng viéc cia minh ty déng & lan sau, khi céc may dé vao mang.

Ban mudn chéc chén rang nguoi dung khong thé download va cai dét Skype, hay st dyng céng
cy quén ly mang dé loai bd truy cdp mang téi website www.skype.com. Van chua du, bdi vi nguoi
dung luén c6 thé ldy duoc phdn mém nay & bét ky dau. Hay ngén chdn Skype cai dét trén hé
th&ng bdng céc tuy chon Group Policy Active Directory hodic loai bd ddc quyén quén tri nguoi
dung. Ban ciing ¢6 thé dung &ng dung quén ly cdu hinh dé loai bd Skype va ghi lai khi Skype
duoc tim thdy trong qud trinh ra sodt liét ké.

Ngodi ra, ban cé thé chay chuong trinh kiém tra khi nguai dung déng nhép hodc s dung céc
script d€ tim kiém va xod Skype. Ban cé thé download va st dung script Skype_Delete for
Windows trén website Web site.

Ngudi dung tr xa la thach thic 16n nhét déi véi cée quan tri vién, vi ho khong két ndi téi mang cyc
b theo nguyén téc théng thudng. Vay, quén ly ngudi dung tir xa hay xod Skype trén mdy cia ho
nhu thé nao?

Né&u ban c6 mét tng dung quan ly cdu hinh, hdy dung né véi tac nhén “dién thoai gia dinh” khi
mdy tinh duoc két néi véi mang riéng do (VPN). Sau dé sv dung céc chiée néing VPN quarantine
(cach ly).

Cé thé ban mudn che sau khi nguoi dung déng nhap vao mang cuc bdé méi si dung mét script
login dé “tém c&” ho. Nhung cé nhiéu nguoi dung st dung laptop, va hiém khi két néi vao mang
cyc bd. Mudn gidi quyét van dé nay, ban cé thé thém Skype vao chinh sach déng nhap mang
riéng do d& xdc dinh xem liéu Skype c6 duoc dung hay khéng. Sau dé xod ching khi nguai dung
dang nhdp vaio mang VPN trong qud trinh kiém tra tuong Ia cé nhén va phdn mém anti-virus cla

ho.



Logi bd Skype véi Windows XP firewall (Service Pack 2)

Néu ban dang dung Windows XP Service Pack 2 va Windows firewall, c6 mét tién ich Microsoft
cung cdp dé diéu khién tvong lda goi la netsh. Ban c6 thé st dung lénh nesh dé loai bd Skype tir
danh séch tng dung duoc cung cép, hodc thay déi quy téc dé Skype si dung mét dia chi IP gid.
Thyc hién nhu sau:

netsh firewall set allowedprogram C:\progra~1\Skype\phone\skype.exe Skype disable

netsh firewall set allowedprogram C:\progra~1\Skype\phone\skype.exe Skype enable custom
10.1.2.3

Loai bd Skype & téng mang

Dén bay gid, ching ta méi théo ludn vé logi bd hay xod Skype trén 16p client. Nhung thyc t& doi
héi nhiéu gidi phdp tdng hop hon cho cdc tdp dodan va cong ty 1én can do bdo mét cao. Mét trong
56 d6 la &ng dung loai bd IM va Skype 16p mang. Cdc ¢ng dung phdn cing nay duoc cdu hinh dé
nhén dién giao thic cy thé dung cho cdc chvong trinh nhy Skype, sau dé logi bd luu lvong mang
ca ching. Nhiing phdn mém nhu vay kha dat tién, do dé khéng phu hop cho céc doanh nghigp
nhd. Mét s trong dé la Verso, Ipoque, Lynanda, SonicWall, Packeteer. ..

N&u ban dang dung mét proxy server nhu Squid cho tét cd céc truy cdp Web, ban ¢6 thé cdu hinh
proxy ndy dé loai bd cdc yéu cdu lién quan dén Skype va IM. Chi can tim trén Google véi tir khod
“Skype AND Squid”, ban s& c6 hang loat théng tin vé né.

Quan ly céc thiét lap Skype

Chuyén gi s& xdy ra néu ban quyét dinh cho phép ngudi dung su dung Skype, nhung mudn quén
ly céc thiét lap trén tét cd PC trong mang? Ban c6 thé dung Active Directory Group Policy hodic mét
&ng dyng qudn ly cdu hinh hay céc script nhu mét s8 vi dy méu 16i da néi & trén. Ban cé thé diéu
khign hoat dong cda Skype nhu ngéin chén hé théng tré thanh siéu nt (Supernode), ngét bd qud
trinh truyén tdi file, diéu khién cdng ndo va giao thc ndo Skype duoc dung va mét s thiét lap
khdc. N&u mudn c6 danh séch hoan chinh céc thiét lap trén Skype, ban cé thé xem tai Skype's
Guide for Network Admins.

Cudi cung, néu ban mudn gidm sat Skype trén cac hé théng ngudi dung, sv dung script déng nhép
Windows d& chay chuong trinh kiém tra khi nguoi dung déing nhép hé théng, hodc chay “Run
Key” trén laptop va ghi lai nhitng gi ban dang tim kigm.



