CAU HINH ISA SERVER 2006 HTTP FILTER

Bai vi

Bai viét nay la mét cdi nhin tdng quan vé ISA Server 2006 HTTP Filter va céch dung HTTP Filter dé

bdo v& mang ndi b cda ban.

Trong bai ching t6i s& cung cdp cho ban & mic khéi quat cao vé ISA Server 2006 HTTP Filter.
Ching 16i cling s& huéng ddn ban céch dung HTTP Filter d& bdo vé mang néi bé truéc mét sé kiéu
tén cong trong méi trudng Webserver Publishing, cach ngdn chén ngusi dung st dung giao thic
Universal Firewall Bypass protocol (HTTP) tao dudng vong cho tuang Ita. Kiéu tao duong vong
ndy duoc tién hanh cho lvu lvong mang nhu Microsoft Live Messenger, Yahoo Messenger hay
thanh phén tvong ty ¢6 khé néng s dung HTTP thay vi céc giao thie ty nhién cda ching. D& hiéu
mot céch day do vé khéi niém va céng nghé cda giao thire HTTP, ban nén tham khdo thém tai déy.

Con bay gi¢ ching ta hdy bat déau véi mét s6 véin dé co bén vé Webfilter (bd loc Web) trong ISA
Server 2006.

Webfilter la gi2

Mét Webfilter (t&c bd loc Web) trong ISA Server 2006 la mét tép hop cdc thu vién lién két déng
(DDL) dva trén nén tdng mé hinh Giao dién 1ap trinh tng dung Server Internet IIS (IS ISAPI).

Webfilter trong ISA Server 2006 cling duoc load tr Webproxy Filter. M&i lan sv dung Webfilter,
tét c& thong tin s& duoc gui dén Webproxy Filter. Webproxy Filter chiu tréch nhiém xéc dinh xem
kigu sy kién ndo s& duoc giam sat. MGi khi céc su kién nay xudt hién Webproxy Filter s& duoc

théng béo.

Ban s& thdy trong dnh minh hoa bén duéi thanh phén bé sung Add-in cda HTTP Filter trén ISA
Server 2006.

Hinh 1: Thanh phdn b8 sung add-in hé tro bs loc HTTP trong ISA Server 2006 HTTP
Chic néing cia Webfilter

Webfilter trong ISA Server 2006 chiu trach nhiém thyc hién céc céng viéc sau:
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® Quét va chinh sua céc yéu cau HTTP.



® Phan tich luu lvgng mang.

® Quét va chinh sta cac dép ong HTTP.
* Logi bd mét s6 ddp tng HTTP cy thé.
® Md héa va nén dir liéu.

Ngodi ra con nhiéu chic néng khdc nhung khéng quan trong 1dm nén ching t6i khéng tién liét ké
ra & déy.

Quan trong:

HTTP Filter trong ISA Server 2006 c6 mét s& nguyén tdc riéng, trir thong s6 thiét lap do dai t6i da
cho Header. D6 dai t8i da cho Header (Maxium Header) tuén theo tét cd nguyén tdc trong tudng
|&a véi cée dinh nghia gico thie HTTP nhu céc thanh phéan khéc.

bang luu y:

HTTP Filter trong ISA Server 2006 cting ¢6 khd nang loc lvu luong HTTPS nhung chi trong truong
hop véi cdc Web Server dsi chigu dung HTTPS Bridging. N&u ban muén kiém tra HTTPS sép hét
han qua bd loc ISA Server 2006 HTTP, ban phdi dung phdn mém duoc phdt trién bdi nhém thi
ba.

Cédu hinh b loc HTTP Filter

N&u ban muén bét déu céu hinh b loc HTTP, kich phdi chuét 1én mét quy téc cé chra dinh nghia
giao thie HTTP va chon Configure HTTP tr menu ngir cdnh.

Hinh 2: Céc thiét 1ap chung cho bd loc ISA Server 2006 HTTP.
Request Header

Maximum Headers length (bytes): l& s& byte 16n nhét cho mét yéu cdu HTTP trong URL va HTTP
Header cho t&i khi ISA Server logi bé yéu céu.

Request Payload

Maximum payload length (bytes): Véi tuy chon nay ban c6 thé giéi han sé byte [6n nhét cho nguoi
dung khi gui céc yéu cdu nhu HTTP POST trong méi truong Web Server.

URL-Profection

Maximum URL Length (Bytes): dé dai lén nhét cda mét URL dugc phép.
Maximum Query length (Bytes): d6 dai lén nhét cda mét URL trong yéu cdu HTTP.
Verify normalization

Ban cé thé chon hop kiém nay dé déic ta cdc yéu cdu duong dan URL chiva ky ty viét hoa sau ky ty



thuong va s& duoc s& duoc thay the bang chir thuong. Binh thuong héa la qud trinh gidi ma céc
yéu cdu URL duoc mé héa. Sau khi gidi md, URL s& dugc binh thuong tré lai dé chdc chdn rdng
chuong trinh khéng dung ky ty % khi m&@ héa URL. Né&u HTTP Filter tim ra diém khdc nhau trong
URL sau lan binh thuéng héa thi hai, céc yéu cau s& bi logi bé.

Block High bit character

Céc duong dan URL c6 chia Ky ty byte kép (DBCS) hay kiéu Latin1 s& duoc logi bd néu thiét lap
ndy duoc kich hogt. Mét thiét lap kich hoat théng thudng sé logi bé céc ngdn ngir doi héi hon 8 bit
trong hién thi ky ty.

Executables

Logi bd cac dép ng chéa ndi dung thyc thi Windows. Tuy chon nay loai bd viéc download va
thyc hién céc ndi dung thyc thi nhu file EXE.

Tiép theo ching ta s& cdu hinh cac phuong thie HTTP duoc phép hodic logi b,

Hinh 3: Cac phuong thic HTTP
Trong vi du ndy ching ta dang loai bd lénh HTTP POST dé khéng ai c6 thé upload néi dung lén céc
website bén ngodi.

Hinh 4
Logi bd cdc thyc thi

Véi tuy chon ndy ban c6 thé loai bd hodic cho phép mét s& dudi file mé réng cu thé trong quy téc
tuong lba (Firewall).

Hinh 5: Dung ISA Server 2006 d& logi bé mét s6 dusi mé rong cua file

Loai bd cdc yéu céu chira #n mé réng mo hd

Tuy chon nay chi thi cho bé loc HTTP logi b tdt & tén file mé& réng ISA Server 2006 khéng thé xdc
dinh duoc.

Trong vi dy ndy ching ta s& logi bd quyén truy céip vao tén file mé réng .EXE.

Hinh 6: Logi bé tén file mé rong .EXE
Diéu khién HTTP Header

Khi mét Web Client gui yéu cdu t6i Web Server hodic Web Server trd 1&i yéu céu, phan dau tién
cUa céu tré |&i la mét HTTP request hodc HTTP response. Sau HTTP request hodc HTTP response,
Client hay Server s& gui HTTP Header. Truong Header request cho phép Client gui théng tin thém
t6i Server. HTTP Header chra théng tin vé trinh duyét, hé diéu hanh va cac chi tiét cdp phép...
Header client st dung phén phdi User-Agent dé xdc dinh xem ¢ng dung ndio chiu tréch nhigm thyc



hién yéu céu.
Véi sy trg gitp cba bd loc HTTP Filter, ban cé thé loai bé mét sé HTTP Header ndio dé néu mudhn.

Hinh 7: Phén Header cia bé loc HTTP Filter.
Cdc thiét lap trong truong Server Header cung cdp cho ngudi quén tri khé néing diéu khién logi bd
céc Header HTTP hogic chinh séa HTTP Header trong phéin trd & va mét s8 thiét lap khéc.

O vi dy dusi ching ta dung thanh phan HTTP Header trong ISA Server 2006 d& loai b Kazaa,
thong tin ndm trén Request Header.

Hinh 8: Loqi bd Kazaa
Céc ky hiéu trong HTTP Filter

Mat ky higu HTTP c6 thé ton tai trong phén than HTTP hodic phdn tiéu dé. Ban cé thé dung céc ky
higu HTTP d& tir chai thuc thi trén cdc tng dung cy the. Mudn tim mét ky hiéu HTTP riéng ndo dé,
ban phdi biét ky hiéu nao dang dung cho tng dung ndo. Mét s& tai liéu trén Internet c6 thé gidp
ban tham khdo thém théng tin vé céc ky hiéu HTTP, nhung ban ciing c6 thé dung sniffer mang dé
xdéc dinh céc ky higu nay. Téi s& chi cho ban cach dung sniffer mang & phén duéi.

Quan trong:
Viéc loc céc ky hiéu HTTP trong ISA Server 2006 chi duoc tién hanh khi céc yéu cau va dép ng
(request/response) duoc ma héa kigu UTF-8.

Hinh 9: Logi bd cac ky hiéu HTTP
Trong vi du duéi ching ta sé logi bd quyén truy cép giao thirc Windows Live Messenger.

Hinh 10: Logi bd Windows Live Messenger
Né&u ban muén biét nhiéu hon vé cac ky higu ing dung, xin mai click vao day.

Quan trong:
ISA Server 2006 chi kiém tra 100 byte déu tién trong thén yéu cdu va dép Gng. Ban cé thé téing
thém s& byte Ién nhdt nhung diéu nay s& the khién mét s& thuc thi Server bi gidm higu qud.

Théng béo |6i HTTP néu HTTP Filter logi bé néi dung

Hinh 11: Théng bdo truy cép HTTP Filter
Tim ra céc HTTP Header cy thé nhu thé ndo

Mudn tim céc ky higu HTTP chua duoc biét dén, ban cé thé dung mét sniffer mang nhu Windows
Netmon 3.0 d& do tim luu lvong mang HTTP.

Phan minh hoa dui thé hién mét kiéu do tim mang méu trén Microsoft Netmon 2.0, nhung ban ¢6
the dung bdt ky chuong trinh giém sét mang khéc nhu Wireshark (truéc déy la Ethereal).



Hinh 12: Do tim Netmon HTTP
Vi dy nay dua ra yéu cdu kiéu (GET), yéu cdu HTTP Header (HTTP/1.1) User-Agent (Mozilla/4.0)
vé ky higu (MSIE 6.0).

HTTPFILTERCONFIG.VBS

Ban ¢é thé dUng HTTPFILTERCONFIG.VBS ti thu muc C:\PROGRAMME\MICROSOFT ISA SERVER
2006 SDK\SDK\SAMPLES\ADMIN trén ISA Server 2006 SDK dé& nh('_ip va xudt céc cau hinh
HTTP-Filter.

Hinh 13: HTTPFILTERCONFIG.VBS trén ISA 2006 SDK
Két luan

Trong bai nay ching ta da tim hiéu vé cach théc hoat déng cia bé loc HTTP ISA Server 2006.
HTTP Filter trong ISA Server 2006 |l mét cong cy lén gitp loai bd mét s& ndi dung nguy hiém dé
bdo vé chdng lai cdc mé déc hai hodic Trojan, worm. Ban cling c6 thé dung HTTP Filter dé loai bd
mét s6 ky higu HTTP cy thé. Loai bd céc ky higu nay s& gilp nguoi quén tri han ché duoc mét s&
ki€u ¢ng dung nhv Windows Live Messenger. Céc kiéu ¢ng dung nay duoc tao ra tir HTTP néu
gico thic théng thudng duoc logi bd béi cdc phén han ché trong tudng lua.



