DO TiM DAU VET CHINH SUA BUGC THUC HIEN TREN HE THONG
LINUX

Hoat déng xam pham cé thé dén tir cé hai phia: nguoi dung da biét (ndi bs) va nguoi dung khéng
xdc dinh (tr bén ngodi). Kinh nghiém cé nhén cda 18i chi ra réng nhiing nguai khéng hanh phic
hay khéng bdng long véi cude sdng thuong gay nguy hiém cho hé thdng cia ban, nhét la khi ho
cé l6p vé boc truy cép hop phép. Mét s& ngudi khé théng minh, logi bd file history (nhu:
~/ bash_history) hong trénh bi phdt hién. Nhung ban van hodn toan cé thé giém sét tét cé lénh
thyc thi cia ngudi dung.

Loi khuyén & day la ban nén kiém sodt hoat dong nguai dung bdng céch st dung chuong trinh xu
ly accounting. Chuong trinh xu ly accounting cho phép ban xem xét moi lénh do ngudi dung thyc
thi v&i thai gian st dung CPU va bd nhé. Nhe chuong trinh ndy, ngudi quan tri s& ludn tim ra

duoc moi [énh thyc thi & bét ky thoi gian ndo.

Géi xu ly accounting gém mét sé tién ich giagm sat céc hogt déng chuong trinh nhy ac, lastcomm,

accton va sa.

* Cdu lénh "ac" thé hién luong thoi gian nguai dung ddng nhdp hé thang.
® Céu lénh "lastcomm" cho biét théng tin cba cdc [énh thyc thi truéc dé.

® Cau lénh "accton" bét tdt chuong trinh x& ly accounting.

* Cau lénh "sa" tém tat théng tin vé cac lénh duoc thyc thi truéc dé.

Cai dat géi psact hodic acct

Dung lénh up2date néu ban dang dung RHEL:

# up2date psacct

Dung lénh yum néu ban dang dung nhén Linux CentOS/Fedora:

# yum install psacct

Dung lénh apt-get néu ban dang dung Linux Ubuntu / Debian:

$ sudo apt-get install acct OR # apt-get install acct

Khéi déng dich vy psacct/acct

Méc dinh, dich vy nay khéi déng trén Ubuntu / Debian Linux bdng céch tao ra file

"/var/account/pacct". Nhung & hé diéu hanh Red Hat /Fedora Core/Cent OS, ban cén ty khéi
dong "psacct". G& hai lénh sau dé tao file " /var/account/pacct" va khdi dong céc dich vy:



# chkconfig psacct on
# /etc/init.d/psacct start

Néu ban dang dung Suse Linux, t&n cda dich vy la "acct". G& cdc [énh sau:

# chkconfig acct on
# /etc/init.d/acct start

Bdy gior ching ta hdy xem cdch khai théc céc tign ich nay dé giam sét [énh va thai gian nguoi
dung.

Hién thi & liéu thoi gian két néi cia ngudi dung

Céu lénh "ac" dua ra s8 ligu thoi gian két ndi theo gid dya trén céc |énh login/logout. S6 lugng
t8ng coéng cling duoc dua ra. Néu ban gb 1énh "ac" khéng cé bét ky tham s& ndo, né s& dua ra
lvong thoi gian két ndi tdng:

$ac

Xuét ra:
total 95.08

Hién thi luvong t8ng cong theo ting ngay 18t hon | chi cé mét két qud tong 1én vao thoi diém cudi

cung:
$ac-d
Xuét ra:

Nov 1 total 8.65
Nov 2 total 5.70
Nov 3 total 13.43
Nov 4 total 6.24
Nov 5 total 10.70
Nov 6 total 6.70
Nov 7 total 10.30

Nov 12 total 3.42
Nov 13 total 4.55
Today total 0.52



Hién thj thoi gian t8ng cong cla tng nguoi dung dé thém vao gid tri "moi thi trong mét" théng
thuong:

$ac-p
Xuét ra:

vivek87.49
root/.63
total 95.11

Tim ra théng tin céc lénh ngudi dung thyc thi trude dé

S& dung cdu lénh lastcomm dé dua ra théng tin céc lénh nguoi dung thuc thi truée dé. Ban ¢6 the
tim kiém lénh bang céch s dung username (t&n nguoi dung), tty name, hodc bdng tn cda chinh
céu lénh.

Vi dy hién thj lénh do nguoi dung "vivek" s dyng:
$ lastcomm vivek
Xuét ra:

userhelper S X vivek pts/0 0.00 secs Mon Nov 13 23:58
userhelper S vivek pts/0 0.00 secs Mon Nov 13 23:45
rpmq vivek pts/0 0.01 secs Mon Nov 13 23:45

rpmq vivek pts/0 0.00 secs Mon Nov 13 23:45

rpmq vivek pts/0 0.01 secs Mon Nov 13 23:45

gec vivek pts/0 0.00 secs Mon Nov 13 23:45

which vivek pts/0 0.00 secs Mon Nov 13 23:44
bashF vivek pts/0 0.00 secs Mon Nov 13 23:44

ls vivek pts/0 0.00 secs Mon Nov 13 23:43

rm vivek pts/0 0.00 secs Mon Nov 13 23:43

vi vivek pts/0 0.00 secs Mon Nov 13 23:43

ping S vivek pts/0 0.00 secs Mon Nov 13 23:42

ping S vivek pts/0 0.00 secs Mon Nov 13 23:42

ping S vivek pts/0 0.00 secs Mon Nov 13 23:42

cat vivek pts/0 0.00 secs Mon Nov 13 23:42

netstat vivek pts/0 0.07 secs Mon Nov 13 23:42

su S vivek pts/0 0.00 secs Mon Nov 13 23:38

Théng tin duoc dua ra theo trng dong. Vi du véi dong déu tién:



userhelper S X vivek pts/0 0.00 secs Mon Nov 13 23:58
Trong dé:
- userhelper: |& #n |énh chuong trinh

- Sva X: la cde c&, ghi lai béi kiu dinh tuyén tai khodn hé théng. Y nghia cla céc c& gém:

S - cdu lénh thyc thi bdi siéu ngudi dung.

F - cdu lénh thyc thi sau khi r& nhanh nhung sau d6 khéng lam ginta.

D - cau lénh két thic bang mét file I5i chung.

X - cdu lénh duoc két thic bdng déu higu SIGTERM.

-vivek: t&n ngudi dung chay chuong trinh nay.
- prts/0: t&n mé rong.

- 0.00 secx: thai gian thyc thi chuong trinh.
Tim kiém cdc file log tinh todn bdng én lénh:

$ lastcomm rm

$ lastcomm passwd
Xuéit ra:

rm S root pts/0 0.00 secs Tue Nov 14 00:39
rm S root pts/0 0.00 secs Tue Nov 14 00:39
rm S root pts/0 0.00 secs Tue Nov 14 00:38
rm S root pts/0 0.00 secs Tue Nov 14 00:38
rm S root pts/0 0.00 secs Tue Nov 14 00:36
rm S root pts/0 0.00 secs Tue Nov 14 00:36
rm S root pts/0 0.00 secs Tue Nov 14 00:35
rm S root pts/0 0.00 secs Tue Nov 14 00:35
rm vivek pts/0 0.00 secs Tue Nov 14 00:30

rm vivek pts/1 0.00 secs Tue Nov 14 00:30



rm vivek pts/1 0.00 secs Tue Nov 14 00:29
rm vivek pts/1 0.00 secs Tue Nov 14 00:29

Tim kiém cdc file log tinh todn bdng tén mé réng pts/1
$ lastcomm pts/1
Tém tat thong tin tinh todn

Dung lénh sa d& dua ra théng tin tém tét vé cdc lénh duoc thyc thi truéc dé. Hon nira céc théng tin
ndy con ép dir liéu dé dua vaio mét file tém tét c6 tén "savacct", gém thoi gian lénh duoc goi va tai
nguyén hé thdng duoc dung. Théng tin cling c6 thé dugc tém tét theo tirng nguoi dung co sé. "sa"
s& ghi théng tin vaio mét file c6 tén "usracct".

# sa
Xuét ra:

579 222.81re 0.16cp 7220k
40.36re0.12cp 31156k up2date

8 0.02re0.02¢p 16976k rpmq

8 0.01re0.01cp 2148k netstat

11 0.04re0.00cp 8463k grep

18 100.71re0.00cp 11111k ***other*
8 0.00re0.00cp 14500k troff
512.32re0.00cp 10696k smtpd

2 8.46re0.00cp 13510kbash

8 9.52re0.00cp 1018k less

Vi du véi dong déau tién:

40.36re0.12cp 31156k up2date

Trong doé:

e 0.36re: "thdi gian thyc" (theo phdt cda déng hé treo tudng).

* 0.12cp: tdng thai gian st dung CPU cla hé théng va nguoi dung (theo phat).
® 31156k: thoi gian st dyng CPU trung binh (theo don vi k).

® yp2date: tén lénh.

Hién thi théng tin véi ting nguoi dung:

# sa-u



Xuét ra:

root0.00 cpu 595k mem accton
root0.00 cpu 12488k mem initlog
root0.00 cpu 12488k mem initlog
root0.00 cpu 12482k mem touch
root0.00 cpu 13226k mem psacct
root 0.00 cpu 595k mem consoletype
root 0.00 cpu 13192k mem psacct *
root 0.00 cpu 13226k mem psacct
root 0.00 cpu 12492k mem chkconfig
postfix 0.02 cpu 10696k mem smtpd
vivek 0.00 cpu 19328k mem userhelper
vivek 0.00 cpu 13018k mem id

vivek 0.00 cpu 13460k mem bash*
lighttpd 0.00 cpu 48240k mem php *

Hién thi s6 lvong chuong trinh va s8 phdt st dung CPU & tirng nguoi dung co bén:

#sa-m

Xuét ra:

667231.96re0.17cp 7471k

root 54451.61re0.16cp 717 4k

vivek 103 17.43re0.01cp 8228k

postfix 18 162.92re0.00cp752%k

lighttpd 20.00re 0.00cp 48536k

Tim ra ai l& ngudi dang chiém finh CPU

Bding cdch nhin vao thanh phén thai gian "re, k, cp/cpu” (xem phén gidi thich & trén), ban c6 thé
tim ra hogt déng ddng ngd hodic tn cda ngudi dung, tén 1énh dang chiém linh toan bd CPU. Thei
gian cling nhu dung luong s dung CPU (hodc bd nhé) tang 1én tic la c6 van dé xuét hién.

Héy luu y céc [énh & trén cling nhu cdc géi & nhiéu hé diéu hanh tya UNIX khac (nhu Sun Solaris

va *BSD chéng han).

T.Thu



