15 CAU HOI THU V| VE FIREWALL

1. Fir

1. Firewall l& gi2

Firewall & mét cong cu phén céng hodic phan mém giop ban tranh duoc sy tén céng cla céc
hacker, s&u méy tinh, virus... khi truy céip véio mang Internet. N&u ban st dyng méy tinh cé nhan
tai nha hodic ban lad mét doanh nghiép nhd, thi su dung firewall la céch quan trong va hiéu qué
nhét dé bdo vé& mdy tinh cda ban.

2. Tai sao ngudi su dung méy tinh lai can dén firewall?

- Né&u khong c6 firewall, khi truy cép veao Internet, céc hacker s& dé dang dét nhap va én cdp
théng tin cd nhan cba ban. Ching cé thé cai dat nhirng mét ma phé hdy cdc file hodc gay ra sy c8
cho mdy tinh. Ching cling cé thé s& dung méy tinh cba ban d& lan truyén virus ra cdc méy khéc
trong cung hé thdng. St dung firewall s& gitp ban tranh dugc nhitng phién todi trén, du ban truy
cap Internet bang phuong phdp ndo - qua modem, cép, hodic thué bao ky thuat s (DSL hodc
ADSL).

3. Néu da c6 san chuong trinh firewall trong méy, 18i phéi khéi dong nhu thé naio?

- N&u ban st dyng Windows Vista hay Windows XP, trong mdy da cai dét sén chuong trinh
Sevirce Pack 2 (SP2):

+ Click Start, sau d6 click Control Panel

+ Vo phén Security Center, kich hoat Windows Firewall

- N&u hé Windows XP cda ban chua cai dét sdn SP2, ban ¢6 thé download chvong trinh nay tai
dia chi www.microsoftupdate.com.

- Né&u ban sv dung 1 hé Window khdc nhy Win2000, Win 98..., ban nén mua phén mém hodc
phén cing firewall & ngodai va cai vao mady tinh.

- N&u ban chua chéc chén la mdy tinh cda minh da ¢6 firewall hay chua, ban ¢é thé vao Folder All
Program dé kiém tra. Click Start, sau dé vao All Program, tim xem chuong trinh firewall dé duoc
cai dat hay chua. Céc phdn mém firewall thudng cé nhitng tén goi nhuy McAfee, Symantec, Tiny
Personal Firewall...

4. Hé diéu hanh Window cia t6i khéng c6 sén chuong trinh firewall. T6i nén lam gi2



- Nhirng hé diéu hanh Window ¢t nhuy Win 2000, Win Millennium Edition (Me), Win 98 déu
khong cai dét sdn chuong trinh firewall. N&u muén si dung chuong trinh nay, ban ¢ thé mua
ngodi dé cai ddt vao mdy.

5. Windows Firewall c6 nhiing téc dung gi2

- Windows Firewall ¢6 tdc dung bdo vé& cdc chuong trinh va théng fin trén mdy tinh ca nhan khéi
sy xam nhdp tir bén ngodi, ddc biét la khi ngudi st dung truy céip Internet. Firewall theo dai téit cé
nhing théng tin xuét phdt tr médy tinh cda ban va ty déng bdo vé ching khdi virus.

Khi can thiét, chuong trinh firewall s& m& nhiting cira s6 bdo vé va cho phép mdy tinh cia ban
nhdn céc théng tin theo yéu céu, vi du nhu mét trang web ma ban da kich vao address. Con
nhiing théng tin ty déng gui d&n mdy tinh khéng theo yéu céu s& bi firewall chan lai.

6. Ngoai firewall, con cén phéi ¢6 nhiing bién phép bdo vé nao khéc khéng?

- Chuong trinh firewall khéng thé ddm bdo 100% an todan cho mdy tinh cda ban tuy day dang la
bién phdp duoc danh gid la cé hiéu qué nhét hién nay. Ngodi firewall, ban nén st dung thém mét
s6 phuong phdp bdo vé khac, nhu update hé diéu hanh, cai d&t cac phdn mém chéng virus nhy
Windows Live OneCare, Antispyware...

7. Téi c6 nén su dung firewall khéng néu t6i cé nhiéu hon 1 chiéc méy tinh & nha va céng 542
- Nén. Vivirus c6 thé lay lan tr mét sang nhiéu mdy khéc trén cung mét hé théng.

8. N&u mdy tinh cia 16i thudc hé diéu hanh chd cda céng ty, t6i ¢6 nén bat chuong trinh firewall
|&n khéng?

- Trong trudng hop ndy, ban nén tuén theo céc yéu cdu cda bd phan diéu hanh may chi. Trong
mét s6 truong hop, bo phan diéu hanh s& méc dinh 18t cd cdc méy trong hé théng khéng thé si
dung duoc chuong trinh firewall. N&u mdy tinh c& nhén cba ban thyc sy can thiét phdi c¢6 chuong
trinh firewall, hay thdo ludn véi b phan ky thuat dé cai dét rieng chuong trinh.

9. T6i c6 nén su dung chuong trinh firewall c& phén cing va phdn mém trén hé diéu hanh
Windows XP hay khéng?

- Khéng nén. Céac chuong trinh phén mém firewall phic tap khéng thich hop cho mdy tinh cé nhan
tai nha hay doanh nghiép nhé ma chi thich hop véi hé diéu hanh cda céc cong ty 1én. Su dyung ¢
2 chuong trinh firewall phéin cing va phén mém s& gay khé khan khi truy cép Internet var céc sy c8
khéng mong doi khac.

10. Téi hién dang s dung Windows XP Home Edition. Hé diéu hanh nay cé sén chvong trinh
Internet Connection Firewall hay khéng?



- Cé. Ca 2 hé diéu hanh Windows XP Home Edition va Windows XP Professional déu cé cai dat

san chuong trinh Internet Connection Firewall.

11. Windows Firewall c6 thé chdng lai nhirng gi?

- Windows Firewall hogt déng nhu mét chuong trinh chéng lai céc logi séiu may tinh. Séu méy tinh
ciing tuong ty nhu virus, nhung né hoat déng déc lap hon va ¢ thé ty déng lay nhiém ma khong
céin sy tro gilp cba cée chuong trinh khéc.

12. Windows Firewall khéng thé chéng lai nhiing gi2

- Windows Firewall trong hé diéu hanh Windows XP khong thé chéng lai 3 logi virus sau:

+ Céc logi virus lan truyén qua email, nhu virus Trojan, thudng gid dang cdc phéin mém tién ich va
mdy tinh s& bi nhiém virus ngay khi nguoi st dung mé hodic cai dét céc file nay.

+ Thu réc hodic céc chvong trinh bi pop-up

+ Duong dan t6i cdc hé théng khéng day kém an toan khéc.

13. Chuong trinh firewall c6 béo vé duoc hé théng khéng day hay khong?

- Chuong trinh firewall chi c6 thé bdo vé duoc mét mdy tinh trén 1 hé diéu hanh khong day, chi
khong thé bdo vé duoc cd mét hé thdng. N&u mudn bdo vé cd hé thdng, ban nén s dyung thém

céc chuong trinh mét ma nhu WPA hogic WEP.

14. T6i sv dyng mdy laptop két n8i véi hé théng mdy chd cda céng ty cé cai dat chuong trinh
firewall. T6i nén lam gi khi di du liche

- Ban nén luén ludn bt chuong trinh Internet Connection Firewall 1&n khi ban truy cép vao Internet
qua modem hodic bat c& mét phuong phép ndo khdc khi ban di du lich dé tranh virus lay lan ra
todin bd hé thdng méy cda céng ty.

15. T6i c6 thé tim higu nhirng thang tin chi tiét vé Windows Firewall va Firewall néi chung & dau?

- Hién nay website cung cdp ddy du céc thong tin vé firewall nhét la Microsoft. Ban ¢6 thé truy cap
vao dia chi www.microsoft.com, sau dé vaio myc Protect your PC Support hodic Use the Internet

Connection Firewall dé tim kiém cdc théng tin can thiét.
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