LS1 BAO MAT ZERO-DAY TRONG WINDOWS

LSi bé

L5i bdo mét méi nhét thuée dang “zero-day” trong Windows XP SP2 vira duoc céng bé ma khai
thdc trén céic website hacker c6 thé bi khai thac tan cong tr chéi dich vy déi véi nguai dung dang
sv dung phién ban Windows XP SP2.

Céc ké t&n cong khai théc tén cong tir chdi dich vy (DoS) nham vao muc tiéu la tap tin thy vién
déng “ipnathlp.dll”, duvoc sv dung cho dich vy tuong Iva Windows Firewall / Internet Connection
Sharing (ICS).

Tap tin thy vién déng ipnathlp.dIl (NAT Helper Components) két néi dén céc hé théng Windows XP
véi Internet Connection Sharing. Mét tai khodn ngudi dung trong cing mang chia sé ¢6 thé géi
mét truy van DNS “thi cong” ddc biét dén hé théng muc tiéu dé “ipnathlp.dll” x& ly va dén dén
viéc tdn cong tir chdi dich vy. Khi hé théng dé bi tén céng, s& xudt hién tin nhén: “Generic Host
Process for Win32 Services has encountered a problem and needs to close. We are sorry for the

inconvenience”.

L5i hién tai de doa dén todan bo hé théng dang su dung Windows XP SP2, khéng édnh hudng téi
Windows Server 2003. Gidi phdp hién thoi la st dung mét céch thie khéc dé chia sé két néi
Infernet, ngudi dung cé thé tham khdo thém mét vai gidi phdp tai day.
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