TROJAN AN MINH THEO SPAM KHIEU DAM

Bon t6i pham mang vira méi phét déng mét cude tan cdng lra ddo qua email méi gid mao budc
t6i ngudi nhén cé lién qua dén mot trang web khiéu dém tré em. Céic chuyén gia bdo mét khédng
dinh myc tiéu chinh cda trong vy t8n céng lan nay cda bon 16 pham mang la lra nhirng

Bon t6i pham mang vira méi phét déng mét cude tan cdng lra ddo qua email méi gid mao budc
t6i ngudi nhén cé lién qua dén mot trang web khiéu dam tré em. Céic chuyén gia bdo mét khédng
dinh myc tiéu chinh cda trong vy t@n céng lan nay cda bon t8i pham mang la lra nhitng ngui
nhan email tdi vé céc phdn mém déc hai giop ching kiém sodt hé thdng hodic &n cdp céc théng tin
cé nhén bi mét cda ho. Nhirng bic email néi trén déu cé chung mét tidu dé “CP investigation was
started” (Cudc diéu tra t& nan khiéu dam tré em da bat déu) va cé néi dung la dia chi email cda
ngudi nhéin dé bi phat hién t6n tai trong co s& i liéu cia mét trang web chuyén vé khiéu déam tré
em. Trang web ndy da bi Hiép héi nhitng ngudi bdo vé tré em (ASACP) phdt hién duoc trong mét
cudc diéu tra. Trich doan ndi dung email dé nhu sau:

"I'd like to inform you that investigating activity of the o-ne of child porno sites; we found e-mails
data base, in which was your e-mail . In view of this, | have two versions: either you are the client of
this shop, or your e-mail appeared there accidentally. | sincerely hope that it was accidental
coincidence and believe that you are interested in this version as well. If you show a good will,
make modest, voluntary donation o-n our site [URL removed] | will be convinced in your being not
implicated in this business." “Téi muén théng bdo cho ban biét mét théng tin la trong khi tién hanh
diéu tra céc trang web khigu dém tré em, t6i d& phat hién ra rét nhiéu céc dia chi email, trong dé
c6 dia chi email cda ban ... Trong truong hop nay, t6i cho réng ban cé thé la khach hang cia
trang web khiéu dam néi trén hodc dia chi email cda ban chi tinh c& xuét hién trong co s& di ligu
cla trang web dé. Téi that sy hi vong rdng day chi la mét truong hop tinh co va chéc ban ciing
mong mudn day chi |& truong hop tinh c&. Né&u ban ¢6 thién chi hdy quyén gép cho trang web cia
ching t6i mét chit. Day ciing s& la bang ching dé thuyét 16i la ban khong hé ¢6 lién quan dén
trang web khiéu dam dé ...”

Trén thyc € di kém theo nhiing birc email néi trén la mét con trojan ¢6 #n la Agent-CPK. Théng tin
tr hding bdo mat Sophos cho bigt day la logi trojan ¢6 khé néing thay dai céc thigt Igp trinh duyét
nhu bét céc trinh duyét, thay di trang cht ... Con trojan Agent-CPK thuong @n minh trong tép tin
c6 tén “asset576.zip”. Gidi nén t&p tin ndy ngudi dung s& nhén dugc mét tép tin cé tén
“asset.txt.exe”. Néu nhdp chudt vao tép tin con trojan s& duoc kich hoat va lay nhiém lén hé thang.
“Hiém hoa & day la nguoi dung khi nhén duoc email néi trén thuong lo léng la dia chi cta ho da
duoc phdt hién trén mét trang web khigu dém. Ho s& mé email va bi lay nhiém trojan,” Graham
Cluley — chuyén gia tu véin céng nghé cao cép cda Sophos - canh béo. ASACP da déng thong tin
cdnh béo vé chién dich néi trén |én trang web chinh thic cda hiép héi. Hoang Ding






