NHUNG VI TRi AN NUP CUA VIRUS VA TROJAN TRONG QUA TRINH
KHOI DONG

1. Thu myc START-UP: Windows mé tét cd cdc chuong trinh tir thu myc Start Up trong Start Menu.
Thu myc nay rét dé thdy trong phén Programs cda Start Menu. Cho y la 18i khéng néi Windows
“kh&i chay” moi chuong trinh néim trong thu myc Start Up. Téi néi réing n&

1. Thu myc START-UP: Windows mé tét cd cdc chuong trinh tir thu myc Start Up trong Start Menu.
Thy myc nay rét dé thdy trong phén Programs cia Start Menu. Cho y la 18i khéng néi Windows
“kh&i chay” moi chuong trinh n&m trong thu muc Start Up. Ti néi réing né “m&”. O day c6 su
khdc bigt quan trong. Tdt nhién la céc chuong trinh dién hinh trong thu myc Start Up s& chay.
Nhung ban cé thé cé céc shortcut cda chiing trong Start Up duéi dang tai liéu ch khong phdi la
chuong trinh. Vi dy néu ban dat mét tai liéu dang Word trong thu myc Start Up, Word s& chay va
ty déng mé né trong qué trinh khéi dong hé théng. Néu ban dat mét file WAV, phén mém nghe
nhac s& chay ban nhac dé khi méy khéi déng. Va néu ban dat mét Web-page Favourites, Internet
Explorer (hay mét browser khéc ban chon) IE s& chay va mé trang Web cho ban tvong ty nhu
trén. (Céc vi dy dan ra & déy cé thé dat shortcut mét cdch dé dang nhu la mét file WAV, mét tai
liéu Word, v.v...) 2. REGISTRY: Windows thyc hién tat cd céc |énh trong khu vyc “Run” cla
Windows Registry. Céc thanh phén trong “Run” (va trong cdc phén khéc cia Registry trong danh
sach bén dudi) c6 thé la cdc chuong trinh hay cdc file ma mdy tinh mé nhy trong gidi thich cia
phan 1 & trén. 3. REGISTRY: Windows thyc hién tat cd céc lénh trong khu vyc “RunServices” cia
Registry. 4. REGISTRY: Windows thyc hién tat ca cac 1énh trong phén “RunOne” cla Registry. 5.
REGISTRY: Windows thyc hién tat c& céc lénh trong khu vyc “RunServicesOne” cia Registry.
(Windows dung hai khu vyc “Runone” chi d& chay céc chuong trinh thei gian don, théng thuong
trong phan khéi déng hé théng tiép theo sau khi cai dat mét chuong trinh). 6. REGISTRY: Windows
thuc hién céc lénh trong khu vuc HKEY_CLASSES_ROOT \exefile\shell\open\command "%1" %*
cla Registry. Lénh nhing & day s& m& khi bét ky file chay nao duoc thyc thi. Cé thé cé nhiing file
khéc: [HKEY_CLASSES_ROOT\exefile\shellN\open\command] ="\"%1\" %*"
[HKEY_CLASSES_ROOT\comfile\shell\open\command] ="\"%1\" %*"
[HKEY_CLASSES_ROOT\batfile\shell\open\command] ="\"%1\" %*"
[HKEY_CLASSES_ROOT\htafile\Shell\Open\Command] ="\"%1\" %*"
[HKEY_CLASSES _ROOT\piffile\shell\open\command] ="\"%1\" %*"
[HKEY_LOCAL_MACHINE\Software\CLASSES\batfile\shel\open\command] ="\"%1\" %*"
[HKEY_LOCAL_MACHINE\Software\CLASSES\comfile\shel\open\command] ="\"%1\" %*"
[HKEY_LOCAL_MACHINE\Software\CLASSES\exefile\shell\open\command] ="\"%1\" %*"
[HKEY_LOCAL_MACHINE\Software\CLASSES\htafile\Shel\Open\Command] ="\"%1\" %*"
[HKEY_LOCAL_MACHINE\Software\CLASSES\piffile\shel\open\command] ="\"%1\" %*" N&u
céc khod khong cé gid tri "\"%1\" %*" nhu trén va bi thay d&i mot s tht ki€u nhu
"\"somefilename.exe %1\" %*" thi ching s& ty déng goi mét file déic td. 7. File BATCH: Windows
thuc hién tét cd cdc lénh trong céc file Winstart BAT dgt trong thu myc Windows. (Hau hét nhiing
ngudi su dyung va phan l6n nhitng ngudi thanh thao Windown déu khéng biét dén file nay. N6 ¢6
the khéng ton tai trong hé théng cda ban, nhung ban ¢é thé tao ra né mét cach dé dang. Cho y
rang mét s& phién ban cda Windows goi thuy myc Windows la “WinNT”). Tén file day do la:
WINSTAR.BAT. 8. File INITIALIZATION: Windows thyc hién cdc Iénh tai dong “RUN=" trong file
WINLINI dé&t & thu myc Windows (hay WinNT). 9. File INITIALIZATION: Windows thyc hién céc



lénh tai dong “LOAD=" trong file WIN.INI d&t & thu myc Windows (hay WinNT). Né ciing chay
cdc |énh tai “shell=" trong System.ini hodc c:\windows\system.ini. [boot] shell=explorer.exe
C:\windows\filename Tén file theo ki€u explorer.exe s& bét dau bdt c& khi ndo Windows khéi
dong. Véi Win.ini, céc #n file ¢ thé dugc danh cho mét khéng gian déng k&, méi tén luu i trén
mot dong. N6 lam gidm khé néing cdc tén file c6 the bi tim thdy. Théng thuong duong dan day dd
cta file ndm trong myc nhap vao nay, néu khéng hay kiém tra lai trong thuy myc Windows. 10.
RELAUCHING: Windows khéi chay lai céc chvong trinh dang si dung khi hé théng Shutdown.
Windows khong thé lam diéu nay véi phén [én céc chuong trinh khong phéi cda Microsoft.
Nhung né thyc hién d& dang véi Internet Explorer va véi Windows Explorer, chuong trinh quén ly
file var folder xay dyng trong Windows. N&u ban dang mé Internet Explorer khi hé diéu hanh tat,
Windows s& mé lai ding trang dé sau khi ban khéi déng lai hé théng. (Néu diéu nay khéng xdy
ra trong mdy tinh cda ban, mét ngudi ndo dé da tat tinh naing nary. Dung Tweak Ul, chuong trinh
quén ly giao dién nguoi dung mién phi cda Microsoft Windows dé tdi kich hoat thiét lap
“Remember Explorer seftings” hay duéi tn goi ndo d6 khéc trong phién badn Windows cda ban).
11. TASK SCHEDULER: Windows thyc hién cdc [énh chay ty déng trong Windows Task Scheduler
(hay bt ky bo lap lich nao khéc b8 sung hay thay the Task Scheduler). Task Scheduler la mét bo
phan chinh thic cla tat c& cée phién ban Windows, ngodi trir phién ban déu tién cia Windows
95. Nhung néu cai dgt thém Microsoft Plus Pack thi Windows 95 cling cé Task Scheduler. 12.
SECONDARY INSTRUCTIONS: Céc chuong trinh Windows khéi chay tai thoi diém khéi dong cé
thé ty do khdi chay cdc chuong trinh “con” bén trong né. V& mét ky thuat, day khong phdi la céc
chuong trinh do Windows khdi chay. Nhung ching thuong khéng thé phén biét duoc véi céc
chuong trinh ty déng chay théng thudng néu ching duoc khéi chay ngay sau khi chuong trinh
“cha” chay 13. Phuong phép C:\EXPLORER.EXE C:\EXPLORER.EXE Windows ti chvong trinh
explorer.exe (ludn d&t trong thu myc Windows) trong suét tién trinh khéi déng. Tuy nhién, néu
c:\explorer.exe ton tai né s& duoc thyc thi thay vi Windows explorer.exe. Néu c:\explorer.exe bi
ngdt, ngudi dung thuc t&€ bj lock out khéi hé théng cia ho sau khi ching khéi déng lai. N&u
c:\explorer.exe l& mét trojan, né s& duoc thyc thi. Khéng gidng nhv cac phuong thic ty déng
khéi déng lai méy trong céc virus khéc, né khéng can bét ky file hay thanh ghi nao thay dai. File
ndy don gidn chi phdi dat lai t&n la: c:\explorer.exe. 14. Cac phuvong thic Additional: Cac
phuong thic ty déng khéi dong lai may Additional. Hai phuong thic dau tién duoc ding béi
Trojan SubSeven 2.2. HKEY_LOCAL_MACHINE\Software\Microsoft\Active Setup\Installed
C o m P o n e n t s
HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\Currentversion\explorer\Usershell
folders Icq Inet [HKEY_CURRENT_USER\Software\Mirabilis\ICQ\Agent\Apps\test]
"Path"="test.exe" "Startup"="c:\\test" "Parameters"="" "Enable"="Yes"
[HKEY_CURRENT_USER\Software\Mirabilis\ICQ\Agent\Apps\] This key specifies that all
applications will be executed if ICQNET Detects an Internet Connection.
[HKEY_LOCAL_MACHINE\Software\CLASSES\ShellScrap] ="Scrap object" "NeverShowExt"=""
Khod ndy thay ddi dusi mé réng file cda ban.



