BAO VE THU MUC DUNG CHUNG VO IPSEC
Gidi phdp VLAN (Virtual LAN) thuong dugc trién khai dé cdch ly cac mdy tinh ndi mang nhung

trong thyc t& nhiéu don vi khéng cé diéu kién trang bi switch hé tro VLAN. Trong trudng hop nay,
dung IPSec l& gidi phdp hiu higu dé béo vé tai nguyén mang chdng han nhy

Gidi phdp VLAN (Virtual LAN) thuong dugc trién khai dé cdch ly cac mdy tinh ndi mang nhung
trong thyc t& nhiéu don vi khéng cé diéu kién trang bi switch hé tro VLAN. Trong trudng hop nay,
dung IPSec la gidi phdp hiru hiéu dé bdo vé tai nguyén mang chéng han nhu thy myc dung
chung.Trong mé hinh vi dy ¢6 2 nhém mdy tinh, goi & nhém 1 va nhém 2. Ta s& thyc hién céu
hinh IPSec d& chi c6 céc mdy tinh & trong cung 1 nhém cé thé truy cdp thu myc dung chung cda
nhau.D& truy cép thu myc dung chung, hé diéu hanh XP/2000/2003 dung giao théc TCP port
139 va port 445. Nhu véy ta s& tao 1 policy dé loc céc cdng ndy. 1. Tao méi va céu hinh IP
Secutity Policy cho méy tinh déu tién Buéc 1: Chon Start, Run va g MMC, nhén Enter d& mé trinh
Microsoft Manangement Console.Buéc 2: Trong cira sé Console, chon File, rdi chon Add/Remove
Snap-in.Budc 3: Trong hdp thogi méi mé, nhén Add. Trong hdp thogi Add Stanalone Snap-in ta
chon IP Security Policy Management réi nhdn Add.

Buéc 4: Trong hdp thoai Select Computer or Domain ta chon Local computer réi nhén Finish.

Budc 5: Tiép theo nhén Finish -> Close, réi OK dé tré v& man hinh cda MMCBuéc 6: Nhdn phdi
chudt vaio muyc IP Security Policies on Local Computer va chon Create IP Security Policy. Nhén Next
dé tiep tuc.

Budc 7: Tiép theo, gé tén cda Policy cdn tao vao & name, vi dy "Loc cdng 445 va 139". Nhén Next
dé tiep tuc.

Buéc 8: Chon Activate the default response rule, réi nhdn Next. Tiép theo, tai Default Response
Rule Authentication Method, ban chon Use this string to protect the key exchange (preshared key)
va g& vao "1234". Nhdn Next dé tiép tyc.

Budc 9: Chon Edit properties, rdi nhén Finish dé hoan tét.

Budc 10: Trong hép thoai "Loc cdng 445 va 139", ban bd myc chon & phéan va nhdn Add. Tigp
tuc, ban chon Next va chon This rule does not specify a tunnel. Nhén Next, chon All Connection,
rdi nhdn Next; ban chon Use this string to protect the key exchange (preshared key) va gé vao
"1234". Nhén Next dé& tép tyc.

Buéc 11: Trong hép thoai IP Filter List, ban chon Add. Tai myc name, ban g& vao tén cda danh
sach, vi dy "Céng 445, 139 ra - vao" (nén dat tén cho d& nhé). Nhan Add, réi Next -> Next dé
tiép tyc.

Buéc 12: Trong hép thogi IP Filter Wizard, ban gd mé té vao & Description, vi dy "445 ra". Nhén
Next dé tigp tuc.Budc 13: Tai myc IP Traffic Source Address ban chon My IP Address. Nhan Next
dé tigp tuc.Tai myc IP Traffic Destination Address ban chon Any IP Address. Nhdn Next dé tiép



tuc.Tai muc Select a protocol type ban chon TCP. Nhén Next dé tigp tuc.Tai myc hép thoai IP
Protocol Port ban chon To this port va ga vao gid tri 445.Nhdn Next réi Finish dé hoan tét.

Budc 14: Lap lai tr buéc 12 dén buédc 13 thém 3 lan niva véi cac tham s& nhy sau:- Lan 1:*
Descripton : Cdng 445 vao* Source Address : My IP Address* Destination Address: Any IP
Address* Protocol Type: TCP* IP Protocol Port: Chon From this port gié tri 445- Lan 2:* Descripton:
Céng 139 ra* Source Address: My IP Address* Destination Address: Any IP Address* Protocol
Type: TCP* IP Protocol Port: Chon To this port gid tri 139- Lan 3:* Descripton: Céng 139 vao*
Source Address: My IP Address* Destination Address: Any IP Address* Protocol Type: TCP* IP
Protocol Port: Chon From this port gid tri 139Két thic ta thu duoc két qud nhu hinh. Nhan OK dé
tiép tuc.Budc 15: Trong hdp thoai Security Rile Wizard, ta chon myc Céng 445, 139 ra - vao.
Nhdn Next dé tigp tuc.

Budc 16: Tai hép thodi Filter Action ta chon myc Require Security. Nhan Edit d& thay dai tham s
cUa Filter Action.

Buéc 17: Trong hép thoai Require Security Properties, ta chon muc Use session key perfect forward
secrecy (PFS). Nhén OK dé quay tré lai réi nhdn Next dé tiép tyc.

Buéc 18: Tiép theo trong hdp thogi Authentication Method, ban chon Use this string to protect the
key exchange (preshared key) va g vao "1234" Ban cé thé dung chubi khdc phic tap hon, tuy
nhién phdi nhé réng céc mdy tinh trong cing 1 nhém s& c6 preshared key gidng nhau.Tai hop
thogi ndry con cé 2 myc trén ching ta khéng chon cé y nghia nhu sau:- Active Directory default
(Kerberos V5 protocol): Chi chon khi mdy tinh cda ban la thanh vién duvoc déing nhép vaio may chd
(Windows Server 2000/2003) c6 cdi Active Directory (hay con goi tét la AD). Kerberos V5 la giao
thtc dvoc mé héa dir lidu st dung gitra cdc user ndm trong AD.- Use a certificate from this
certification authority (CA): St dung phuong thic xdc thyc dya trén Certificate Authority (CA).
Muén dung phuong thic ndy, ban can két ndi dén mét mdy chi ¢6 cai Certificate Service dé thyc
hién y&u cdu va cai dét CA dung cho IPSec.Nhdn Next tiép tyc, rdi Finish dé tré vé.Budce 19: Trong
hop thoai Edit Rule Properties ban chon myc "Céng 445, 139 ra - vao" va nhdn Apply réi OK dé
tré v&.Buéc 20: Nhdn phdi chudt vao myc IP Security Policy vira tao (Loc cdng 445 va 139) va
chon Assign.2. Sao chép IP Security cho mdy tiép theoTa c6 thé tién hanh 20 buéc trén cho may 2,
r6i méy 3. Tuy nhién, nhu vay s& rat mét thoi gian va 6 thé xdy ra nhdm 18n dén dén khéng thé
lién lac duoc véi nhau. Ta dung cong cy netsh dé thyc hién thao tac Export IPsec Policy d& xudt
policy ra 1 file, sau dé nhdp (Import) file ndry véio méy tinh khac. Céch thyc hién nhu sau:Buéc 1:
Chuén biChon Start, Run va gd cmd va @n Enter. Tai ddu nhéc ca DOS ta gé lénh sau dé tao ra
thu muc lpsec & & dia C:md C:\lpsec Buéc 2: Xudt IPSec policy ra file c6 tén Loc445val39.ipsec
G3 lénh sau:netsh ipsec static exportpolicy file = c:\Ipsec\Loc445va139 (phdn mé réng ipsec do
netsh ty thém vao)Buéc 3: Nhap IPSec Policy tu file Loc445val39.ipsec Chép file
Loc445val39.ipsec vao thu myc C:\IPsec & mdy 2 va gd |énh sau:netsh ipsec static importpolicy
file = c:\lpsec\Loc445val39.ipsecTai mdy 2, tiép tuc cdc budc tr 1 dén 5 & muc 1, dé 6 duoc
man hinh quén ly IP Security Management. Nhén phdi chuét vaio myc IP Security Policy (Loc c8ng
445 v& 139) va chon Assign.Tiép tuc buéc 3 véi may 3.3. Thyc hién véi nhém 2D8i véi mdy 4, 5
trong nhém 2, ta tién hanh tvong ty véi nhém 1 nhu da trinh bay & trén. Tuy nhién gid tri



preshared key phdi khéc la gié tri cda nhém 1. Nguyén Déc TiénEmail: tiennd@yahoo.com



