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Mét 16 héng bdo mét ndm trong Cisco Secure Access Control Server (ACS) vira méi duoc phat
hién va céng bé. Cisco Secure Access Control Server (ACS) la mét bo phén quan trong trong
khung quan ly tin céy va nhén dang cda Cisco. Day ciing & mét trong nhitng nén tdng cia sdng
ki€n Cisco Network

Mét 16 héng bdo mét ndm trong Cisco Secure Access Control Server (ACS) vira méi duoc phat
hién va céng bé. Cisco Secure Access Control Server (ACS) la mét bo phén quan trong trong
khung quan ly tin cdy va nhén dang cda Cisco. Day ciing & mét trong nhitng nén tdng cia sdng
ki€n Cisco Network Admission Control (NAC). Secure ACS la mét gidi phdp mang luéi nhén dang
gitp don gidn hod viéc quén ly ngudi dung bdng céch két hop cdp quyén truy cép ching thyc,
ngudi dung, nha quan tri véi chinh séch quén ly. L5 hdng bdo mat phdt sinh trong Secure ACS ¢6
thé cho phép tin t&ic doat quyén truy cdip cdp quan tri vao giao dién dang web phan mém qudn ly
thiét bi mang. Darren Bounds - mét chuyén gia nghién céu bdo mat déc lap - la ngudi da phat
hién va tiét 16 théng tin vé 16i bdo mat nay théng qua danh sach email bdo mét Full Disclosure.
Secure ACS la mét déu méi quan trong trong hé théng khung Cisco NAC. Secure AC chd yéu dya
trén khd néng cda ngudi dung va thigt bi ddu cudi dé ching thyc quyén truy cap vao céic thu muc
trung t&m. "Khéng may l& néu khai thac thanh céng 16i bdo mét trong Secure ACS ké tén céng c6
the doat dugc quyén truy cdip cdp quén tri t&i bat ky mét thiét bi ndo ma mdy chd ACS ndm gita
quyén ching thuc truy cdip," Bounds néi. L6i bdo mét nay la kha dé khai théc vi nhiing thong tin
can thiét d& khai théc ¢ thé dé dang thu thap duoc hodic da ton tai sdn trong mét s8 truong hop.
Ly vi dy, rét nhiéu céng ty xu ly viéc cép quyén truy cép Secure ACS théng qua mét proxy - hay
déng nghia véi viéc tat cd cdc mdy khach déu cé chung mét dia chi IP. D& khai théc 16i bdo mat
ndy, ké t&n céng can tim ra mét cdng déng duoc mdy chd ACS quaén ly. Théng tin nay rét d& tim
do héu hét hign nay cdc Secure ACS déu st dung viéc cdp cdng ty dong. "Rét dé dy dodn xem
nha quén tri c6 déng nhap hay khéng dé tim xem c8ng ndo ma ho dang st dung. Va vi chi ¢6
khodng 65.000 céng két hop duoc st dung, ké tdn cong cé thé chi cdn chay qua moi cdng la da
phdt hién duoc c8ng ma hdn cdn," Bounds cho biét thém. Ngay hém qua, Cisco Product Security
Incident Response Team (PSRIT) cho biét ho dang diéu tra thém vé 15 héng bdo méat nay. Hoang
Ding



