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Céc 16 hdng bdo mat trong phdn mém Cisco Call Manager ¢ thé tao co hsi cho tin féc cdu hinh
lgi thiét lap VolP va doat quyén truy céip vao théng tin tai khodn ca nhan ngudi su dung. Day la
nhirng gi ma cdc chuyén gia cda nha cung cép gidi ph&a

Céc 16 hdng bdo mat trong phdn mém Cisco Call Manager ¢ thé tao co hsi cho tin féc cdu hinh
lgi thiét lap VolP va doat quyén truy céip vao théng tin tai khodn ca nhan ngudi su dung. Day la
nhirng gi ma céc chuyén gia cda nha cung cép gidi phép FishNet Security cdnh bdo ngudi dung
trong mét bdn bdo cdo phét hanh hém 19/6. Jake Reynolds - chuyén gia bdo mét cao cép cia
FishNet - cho biét phdn mém Call Manager tr phién ban 3.1 tré |én déu méc nhing 16i bdo mét
ndy. L&i bdo mét ndy phét xinh trong chire néing dinh tuyé&n va phét tin higu cudc goi trong céc hé
thdng VolP cda Cisco. Reynolds khdng dinh do thiéu khé néing kiém sodt ching thyc déu vao va
dau ra duoc lgp trinh dua lén giao dién quén ly web cho Call Manager nén tin tic méi ¢ thé loi
dung d& tir xa thyc thi cdc vy tdn cong cross-site scripting. Kigu tdn cdng cross-site scripting thuong
duoc s dung dé lira ngudi st dung c6 quyén uu tién truy cdp nhdp chuét vao mét duong siéu lién
két URL chéa trong mot email hodc mét trang web. Trong trudng hop cia Call Manger, tin tac sé
gui mét yéu cdu cé chira céc dogn md JavaScript déc hai téi giao dién quén tri web Call
Manager. N&u ngudi qudn tri bi Ira var chdp nhdn yéu cdu nay, doan mé déc hai c6 thé s& duoc
thyc thi trén trinh duyét web cda ho va cho phép ké tdn cong cé quyén xod hodc téi cau hinh lai
céc thanh phén hé théng hodc doat quyén truy cép 16i céc théng tin tai khodn bi mét cia ngudi
dung. Trong mét bai phét bién, Cisco Product Security Incident Response Team (PSRIT) khuyén céo
ngudi st dung nén xéc nhén diém dén cac duong lign két trude khi nhdp chudt vao. Cisco da khéc
phyc cdc 16i bdo mét ndy va sé& tich hop cdc bdn vé vao trong céc phién ban Call Manager 4.3(1),
4.2(3), 4.1(3)SR4 va 3.3(5) SR3. Hoang Ding



