SU DUNG SECURITY ZONES BE CO TRINH DUYET IE AN TOAN

Trinh duyét Internet Explorer (IE) l& chuong trinh duyét Web rét quen thuéc véi tét ca ching ta,
Microsoft, héng phdn mém ndi tiéng cla My viét ra hé diéu hanh Windows da "rong rai" tich hop
s@n trinh duyét nay trong hé diéu hanh Windows. Céc th&agr

Trinh duyét Internet Explorer (IE) l& chuong trinh duyét Web rét quen thudc véi tét ca ching ta,
Microsoft, hdng phdn mém ndi tiéng cla My viét ra hé diéu hanh Windows da "rong rai" tich hop
s@n trinh duyét nay trong hé diéu hanh Windows. Céc thanh phén trong IE lién quan chdt ché véi
madi truong Windows, véy nén khi ching ta thay ddi gi trong phdn tuy chon (Option) cta IE thi
cling s& dnh hudng t6i cdc &ng dung lién quan khéc nhu Outlook Express va Windows Media
Player. Hang ngdy nhiing 16 hdng bdo mét méi cda IE duoc phdt hién lién tuc, vivay ban can phai
cép nhat phién béan IE méi va nhitng file sua I6i tir site www.microsoft.com mét céch thuong
xuyén. K& cd khi ban s dyung trinh duyét web cba cac hang khéc nhu Opera hay Firefox, vén dé
cap nhat phign ban méi dé tranh nhitng cudc tdn cdng cda nhitng "vi khéch khéng mai" - virut vén
luén rdt cdn duoc lvu tam Nhitng diéu khién ActiveX hay Java applets cé the mang dén sy cdm
nhén tron ven vé sy sinh déng cda nhiing trang Web, tuy nhién né cing @n chia nhiing rdi ro cé
the xdy ra khi xudt hién nhirng 16i khéng mong muén. St dyng SECURITY ZONES SECURITY
ZONES la tang béo vé dau tién trong trinh duyét IE. C6 bdn mic bdo vé xudt hién néu ban cai dat
Windows theo céch théng thuong. + Local Intranet: Tét cd cdc site duéi sy bdo vé cda tuong lva
(firewall). Diéu nay cé nghia la chi nhitng méy tinh trong mang néi bé cla ban méi ¢é thé truy cap
vdo. + Trusted sites: Nhirng site ddng tin tudng. Nhing site dat sy tin tudng cao nhét cia ban thi
ban héy cho vao danh séch Trusted sites. + Restricted sites: Nguoc lai véi Trusted sites, ban héy
nhdp vao phén ndy nhiing sites c6 cdm gidc nhiéu nghi van. + Infernet: m&c dinh cda Windows.
Con mét tang bdo vé the 5 nhung theo mdc dinh cda Windows thitang nay chua duoc thiét lap.
Nhirng diéu khign ActiveX khi duoc cai ddt vao mdy tinh cia ban s& "cu tri" & tang nay. D& gén
nhing sites vao tang bdo vé& ndo hay thay déi cdu hinh cda thiét Igp ban déu. Vao Internet Option
bdng céch vio menu Tools trong IE hodic truy cép vaio phdn Control Panel. Dinh céu hinh cho Local
Intranet: - Tat c& nhirng site thudc ndi bé ma khéng duoc gén cho khu vyc khdc. URLs khéng c6
déu chdm phan biét tén mién nhv http://localhost... déu duoc coi la site néi bs. - D& logi bd mét
hay nhiéu muyc trong Local Intranet, lya chon Local Intranet trong tab Security cla ctra s8 Internet
Option. Chon Sites, bé chon & nhitng checkbox phu hop réi kich OK Cha y: Tét cé céc dia chi trén
Internet thyc t& déu la nhiing gié tri s6 nguyén 32 bits, ching ludn duoc bién dich ra gid tri bytes.
D6 la ly do tai sao ching ta nhin théy céc dia chi dang: 124.198.20.57 Thém, Xéa Sites trong
trng Zones: Lya chon Zone ma ban muén thém site, réi kich vao ndt "Sites...". G& hodic Copy va
Dén dia chi Site vao &: "Add this Website to the Zone..." Website vira nhdp s& xuét hién trong
danh séch cdc Website & 6 bén canh. Néu muén logi bd Site dé ra khdi danh séch, ban chi viéc
kich chon réi kich ti€p vaio ndt Remove. Chi y: - [E mdc dinh s& su dung gico théc "http". Khi ban
gd "www.google.com" ciing tvong duong véi viéc ban gé http://www.google.com - "Require
server verification (https:) for all sites in this zone" dém bdo rdng Zone ma ban ddng nhdp s& duoc
bdo vé bdi SSL. Hop kiém duoc lya chon ddi véi céc Sites ddm bdo (Trusted Sites). Ban cé thé két
hop ching bdng céch bd chon hdp kiém khi truy cdp vao Site. - Khi ban g6 dia chi day du cda mot
trang web vao thi [E chi ty déng cdp nhat thém phén dia chi t&n mién chinh cia Site vao théi. Vi dy
nhu khi ban nhé&p http://www.bbc.co.uk/doctorwho/characters/index.shtml thi chi c¢é
hitp://www.bbc.co.uk/ xuét hién trong danh séch.



- N&u ban s dung dia chi IP tryc tiép thiné ciing s& khong duoc hiéu déng nghia nhu tén cda Site.
Vi dy nhu dia chi site t8n www.google.com khéng duoc higu khdc véi 216.239.63.104 (ciing la
dia chi IP cia site d6). Cho nén khi muén su dung dia chi IP déng thai thi ban ciing phdi thém cé 2
dia chi d& nhdp vao Zone. - D& di chuyén mét site tir Zone ndy sang Zone khéc, ban cén phdi xéa
ching & Zone hién hanh réi thém méi vao Zone mudn chuyén. - Can dinh ky kiém tra danh sach
thudc Trusted Zone. Mét s& phdn mém nguy hiém cé thé ty déng chén mét 8 sites khéng mong
mudn vao Trusted Zone ma khéng dugc sy cho phép cia ngudi si dung. Cach tao mét khu vuc
bdo vé tuy chon (Custom Security Zone) Trong trudng hop cdc Zone duoc cung cdip sén cé trong
Windows khéng dép tng dugc yéu cdu cda ban. Ban ¢é thé tao ra Zone rigng tuy theo y tudng
cba riéng ban. IE khéng cho phép ban tao céc Zone méi tuy thich, tuy nhién van cé cdch cé the
gitp ban dé dang lam duoc diéu tvong ty. Nhitng Zones duoc diéu khién béi khéa sau trong
Registry "HKEY_CURRENT_USER\Software\Microsof\Windows\CurrentVersion\Internet
Settings\Zones". Khéa ndy bao gém 4 khéa con: 0)MyComputer 1)Local Intranet 2)Trusted sites
3)Internet 4)Restricted Sites Cach don gidn nhdt dé tao mét zone méi dé la bang céch két xudt mot
trong nhitng khéa trén béng trinh bién tap Registry Editor, thay d&i né va nhap thém nhiing khéa
mé&i. 1.N&u ban dung Windows XP thi cé thé st dyng chirc ndng System Restore dé tao mét diém
khéi phyc méi. 2.M& Registry Editor va do dé&n
HKCU\Software\Microsoft\Windows\CurrentVersion\Internet Settings\Zones\2. 2 & day cé
nghia danh cho Trusted Sites va 4 & danh cho Restricted Sites. Céc Zones khac déu cé nhitng
thuéc tinh ma khéng cho phép dé dang sao luu duoc. 3.Chon Files --> Export var luvu khéa da dugc
lya chon thanh file c6 dudi ".reg". Déng trinh bién tap Registry Editor lai. 4.Dinh vi tri file két xudt
r6i kich phdi chuét vao file d6. Chon Edit v mé& né bang mét trinh soan thdo ndao dé, théng
thudng la Notepad.

5.S¢a dong bét dau bang khod [HKEY_CURRENT_USER , thay déi 4 thanh 5 & doan cudi. Ban ¢
the dung bdt ky s& ndo nhung 5 la bét budc. 6.Phdn "Display Nam" va "Description" ban ¢6 thé
thay ddi cdc théng tin theo y ban.7.Phdn Icon la bigu tuong s& xudt hién trong cta sé Internet
Option. 8.Thay d&i phan "MinLevel" va "RecommendedLevel". MinLevel ld méc bdo mét thdp nhét
ma ban cé thé thiét lap cho mét Zone. RecommendedLevel la thigt Iap mdc dinh. Nhiing mic béo
mat bao gém: dword:00010000 Mic thdp dword:00010500 Mic trung binh thap
dword:00011000 Murc trung binh dword:00012000 Mtc cao 9.Thay di thong s8 trong dong
Flags. Dong nay thiét lap nhitng thudc tinh khéc nhau cho méi Zone. 1 (0x01) cho phép thay dai
thiét 1ap tuy chon 2 (0x02) cho phép ngudi dung thém sites vaio Zone. 4 (0x04) Yéu céu giao thie
https 8 (0x08) bao gdm nhiing sites ma vuot qua proxy server 16 (0x10) bao gém nhirng sites
khong duoc ligt ké trong nhitng Zone khéc 32 (0x20) Khéng thudc Zone trong cla s Internet
Option 64 (0x40) Bao gém cd checkbox "Y&u cdu sy kiém tra tir Server dai véi tat cd cdc sites ligt
ké trong Zone" 128 (0x80) Coi duong ddn UNC nhyv dudng dén trong mang Intranet. Cho y:
Nhiing s trong ddu ngodic tron la nhitng gid tri theo co s6 16. 10. Luu lai nhirng thay dai, réi kich
kép d& nhap ndi dung vira thay déi vao trong Registry. M.H



