"GIAI PHAU" VA "DIEU TRI" WORM XROBOTS PHAT TAN QUA YM

Sau khi nhiéu théng tin lién tyc xuét hién vé mét loai worm lay lan qua chuong trinh Yahoo!
Messenger trong céng déng ngudi s dyng mdy tinh Viét Nam, nham myc dich lay nhiém céc may
tinh thanh mét hé théng botnet phyc vy y d6 xdu, mét don vi nghién ¢

Sau khi nhiéu théng tin lién tyc xuét hién vé mét loai worm lay lan qua chuong trinh Yahoo!
Messenger trong céng déng ngudi s dyng mdy tinh Viét Nam, nham myc dich lay nhiém céc may
tinh thanh mét hé théng botnet phuc vy y d6 xdu, mét don vi nghién cu bdo mét dé phan tich

lam rd hon vé ban chdt con worm (séu mdy tinh) nay.

Chuong trinh diét worm Xrobots

Dé diét worm Xrobots trong céc méy tinh bi nhiém, ban cé thé download phén mém Xrobots
Remover (duoc viét ra ngay sau khi worm nay xudt hién) vé mdy tinh va chay dé€ chuong trinh ty
dong tim va diét worm Xrobots, chinh lai céc registry da bi sdu mdy tinh nay sa déi.

TU 1g séng ngdy 11-4, tén mién http://xrobots.net dé bi chan lai d& han ché khé néng phdt tan
cba logi sdu YM ndy. Tuy nhién, céc mdy tinh d& bi nhiém XRobots cé thé bi tac gid so dung dé
cély thém cdc logi virus, spyware, trojan méi vao, nén viéc logi bd XRobots ra khéi mdy tinh cén
thyc hién cang nhanh cang t6t.

Tuy nhién, do hién chua cé ching c cy thé, nén don vi nghién ctu bdo mat da thuc hién viéc
"gidi phdu" con worm ndy da |y t8n goi cia né la XRobots (t&n mién chia sdu va duoc st dung
dé phdt tan). Sau day la danh gid cla chuyén gia Nguyé&n Phé Son, nguoi tryc tiép "mé xé" worm
XRobots.

1. Day khong phdi la virus. Né khéng ¢6 tinh ndng lay nhiém vao céc file, ma chi don thudn la mot
logi worm phét tan théng qua trinh Yahoo! Messenger. Tam dgt t&n [& Worm XRobot.

2. Worm XRobot la ty code su dung Autolt 3, mét chuong trinh “freeware BASIC-like scripting
language designed for automating the Windows GUI”, dung dé sinh ra mé t cdc kich bén hanh vi
cUa user nhu keystroke, mouse. Worm st dung céng cy ndry nhdm don gidn héa viéc Iap trinh,
khéng phdi la copy mé ngudn réi sua lgi nhy nhén dinh so bd cda mét trung tam tén 911. Tham
khdo tai: http://www.autoitscript.com/autoit3/docs/

|. Phan tich hanh vi lay nhiém

1. Thay dai key:

[HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\Shell Folders\Cache] thanh gid
tri C:\Documents and Settings\[{&n_Windows_user]\Local Settings\Temporary Internet Files v&i
thu muc Windows cdi trén 6 C

Muyc dich: thay dai thu muc méic dinh chia file cép nhat Robots.exe sau khi lay nhiém



2. Thay ddi cdc gid fri sau trong registry:

Gid tri ban dau
Gid tri méi

[HKIM\Software \Microsof \Windows\Current Version\Internet Settings\Cache\Paths\Directory]

"C:\Documents and Settings\[tén_Windows_user]\Local Settings\Temporary Internet
Files\Content.IE5"

[HKLM\Software\Microsoft\Windows\Current Version\lnternet
Settings\Cache\Paths\Path1\CachePath]

"C:\Documents and Settings\[tén_Windows_user]\Local Settings\Temporary Internet
Files\Content.[E5\Cache1"

[HKLM\Software\Microsoft\Windows\Current Version\lnternet
Settings\Cache\Paths\Path2\CachePath

"C:\Documents and Settings\[tén_Windows_user]\Local Settings\Temporary Internet
Files\Content.[E5\Cache2"

[HKLM\Software\Microsoft\Windows\Current Version\lnternet
Settings\Cache\Paths\Path3\CachePath]

"C:\Documents and Settings\[tén_Windows_user]\Local Settings\Temporary Internet
Files\Content.[E5\Cache3"

[HKLM\Software\Microsoft\Windows\Current Version\lnternet
Settings\Cache\Paths\Path4\CachePath]



"C:\Documents and Settings\[tén_Windows_user]\Local Settings\Temporary Internet
Files\Content.[E5\Cache4"

Muc dich: d&t cache méi cho IE

3. Tang gid tri cda internet cache |&n Ox137FE
[HKLM\Software\Microsoft\Windows\CurrentVersion\lInternet
Settings\Cache\Paths\Pathx\Cachelimit]

Véixla1,2,3,4

Muyc dich: gia téng kich thuéc cache dé chua file Robots.exe va nhiing thi khéc vé sau

4. Chuyén thu myc Cookies, History, Common AppData bdng céch thay ddi cdc Registry key sau:
[HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\Shell Folders\Cookies]
[HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\Shell
Folders\History][HKLM\Software\Microsoft\Windows\CurrentVersion\Explorer\Shell

F o | d e r s \ C o m m o n
AppData][HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\Shell
Folders\AppDatal]

5. Tét tinh nang duyét offline, bét budc user fai duyét online bang cdch thay registry key:
[HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings\GlobalUserOffline]
thanh 0x0.

6. Thay dai va ép budc st dung cdu hinh do worm tao ra, chi khéng st dung cdu hinh méc dinh
cho két ni bang cach thay déi registry key:
[HKCU\Software\Microsoft\windows\CurrentVersion\lInternet
ettings \Connections \SavedlegacySettings]

7. Tao file Messenger.exe ty dong chay khi Win khéi déng bang cach tao registry key:
[HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\Yahoo!!!]

Cé gid tri:

"C:\WINDOWS\Messenger.exe"

8. Thay ddi trang Startpage cta Internet Explorer:
[HKCU\SOFTWARE\microsoft\Internet Explorer\Main\Start Page] thanh
"http://67.15.40.2/~tranphu/forumtp/”

Théng tin cé duoc tr qué trinh gidi phéu séu XRobot.

9. Thay ddi néi dung céc registry cda Yahoo! Messenger, dé khi user bi nhiém worm, YM sé& ty
déng duyét trang duoc cai cdm sdén trén mang:
[HKCU\Software\Yahoo\pager\View\YMSGR_Launchcast\content url] thanh
“http:/ /xRobots.net/Gift/New/”

[HKCU\Software\Yahoo\pager\View\YMSGR_buzz\content url]

10. V6 higu héa céc cong cu edit Registry bang cach thém registry key sau:
[HKCU\Software\Microsoft\Windows\CurrentVersion\Policies \System \DisableRegistryTools] C6
gid tri Ox1

11. Lién tyc update worm, ty néng cdp bdng céch download bén update ti http://
xrobots.net/Gift/Robots.exe va ch&a trong cache: C:\Documents and



Settings\[tén_Windows_user]\Local Settings\Temporary Internet
Files\Content.IE5\ 1 DELGLE8\Robots[ 1].exe.

File Robots.exe sau khi dugoc download vé s& dvoc worm ty déng update, ghi lai vao file
:\Windows\Messenger.exe. Nhu dd néi & trén, file Messenger.exe sé& ty dong chay khi khéi dong
Windows.

13. Xéa file %windir%\pchealth\helpctr\binaries\msconfig.exe va sta ddi file nay, chuyén vao
thanh %windir%\msconfig.exe. Do dé, khi nguoi su dung chay msconfig s& khéng thdy file
messenger.exe cUa worm trong tUy chon Startup niva.

Il. Cach diat

* Diét bang tay:

1 - Kich hoat trd lai registry: Download file
http:/ /securityresponse.symantec.com/avcenter/UnHookExec.inf. Click chuét phéi vao file, chon
Install

2 - Vo Start > Run. Chay regedit.

3 - Xéa khda nang ty déng chay khi khdi déng may

[HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\Yahoo!!!]

4 - Xéa file chinh %windir%\Messenger.exe

5 — Xéa thu myc chta file update

C:\Documents and Settings\[t&én_Windows_user]\Local Settings\Temporary Internet
Files\Content.IE5\ 1 DELGLE8\Robots[ 1].exe.

6 - Copy file msconfig.exe tr mdy chua bi nhiém vao thy myc:
%windir’%\pchealth\helpctr\binaries\

* Dung cdng cy Xrobots Remover:

1 — Download chuong trinh Xrobots Remover vé& mdy tinh cda ban va chay dé chuvong trinh ty
dong tim va diét worm Xrobots, chinh lai céc registry da bi sdu mdy tinh nay sa déi.

2 — Chay chuong trinh va lam theo céc huéng dén

lIl. Mt s& nhén xét va khuyén nghi

- Day l& mdt con worm rdt kém vé phuong dién ky thuét, hdu nhu chi dénh vao s6 déng ngudi
dung khéng cé y thie va higu bigt gi vé internet d& c6 the lay nhiém. Tuy nhién, xét vé y dé cla
hanh vi thithét sy la mét vain dé cén quan tam. Lan dau tién mét con Worm “théd so”cda ngudi Viét
tao ra da lay nhiém manh vao hé théng mang mdy tinh cia Viét Nam véi mét y dé hét sic nguy
higm!

- Rt can c6 sy diéu phdi dong bd & céip quéc gia trong viéc truy lung téng tich va khéng ché cac
mdi nguy tuong ty frong tvong lai (hodn todn cé thé thyc hién duoc vé phuong dién ky thudt).

- Mt vain dé khdc ciing cén phdi xem xét, d6 la trach nhiém d&i véi cdng déng cda nhiing don vi
phuy trach van dé phong chéng virus cia Viét Nam trong viéc phdn &ng qué chém chap truéc mét
con worm “thd so” made in Vietnam nhu xRobots.

- Nhiém vy chinh cia Xrobot la hinh thanh mang luéi botnet, tic Ia chudn bi cho viéc cép nhat noi
dung chinh bdn than né tv file http:// xrobots.net/Gift/Robots.exe tuy theo téc gid mong muén,
worm ndy s& cai spyware, DDOS client, virus khéc... 1én méy cia nan nhén.

- Cdc ISP cén cé nhitng hinh thic phdn ¢ng sy cé téc thoi, block website phat tan worm
xrobots.net, ngén chdn viéc update cia logi worm nay.

NGUYEN PHO SON (aka ThugALif3)






