HAI SAU MAY TINH NGUY HIEM LAN TRAN TAI VIET NAM
Theo cénh bdo cda cdc chuyén gia bdo mat Céng ty Misoft, Trendmicro hién nay, céc hé théng
mang tai Viét Nam dang nhi&€ m nhiéb hai loai sdu WORM_RONTOKBRO.B va
WORM_RBOT.AZM. Sau ddy ching t8i xin cung cdp céc théng tin vé& hai logi virus nay dé c&aacu
Theo cénh bdo cia cdc chuyén gia bdo mat Céng ty Misoft, Trendmicro hién nay, céc hé théng
mang tai Viét Nam dang nhi&€ m nhiéb hai loai sdu WORM_RONTOKBRO.B va
WORM_RBOT.AZM. Sau ddy ching t6i xin cung cép cdc théng tin vé hai logi virus nay dé céc
ban phong chéng may tinh va hé théng mang cda minh. Sdu WORM_RONTOKBRO.B dugc dénh
gié cé méc dé nguy hiém cao. Toc dé lay nhiém cao, lay nhi& m vao hé diéu hanh: Windows 95,
98, ME, NT, 2000, XP, Server 2003. Phuong thuc phat tah: gui ban sao cua no'trong file dinh
kem cua email. File co’chua sau su’ dung Bigu tvong thy muc cua Microsoft d& dahh lua nguoi
duhg mo’no’va'séu tiéh hanh cac téh cdng. Kha'tinh vi, séu ci” ng mo’ cua s6' Windows Explorer
nh&m che dé caic tién trinh no'thuc hién [én may tinh cua nan nhén. Séu tha'rét nhigl cac ban sao
cua no’lén cac thu muc voi nhigu t8n khatc nhau. Trén cac mdy lay nhi& m chay hé diéu hanh
Windows 2000, XP, and Server 2003, séu tha’ban sao vad duvong d& n duoc md™ hoa cuhg phia
duoi thu muc User Profile. Sau do’tao mét thu muc trong duong d& n nay. Hién tvong may tinh bi
nhi& m sdu WORM_RONTOKBRO.B Loai sdu nay s  thuc hién khoi déng lai may tihh cua nan
nhan khi thay trén thanh tigu dé(title bar) cua cua s8 co’cac cum tu™.EXE" and "REGISTRY".
WORM_RONTOKBRO.B chen thém lénh PAUSE vao file AUTOEXEC.BAT (trong &' di a C:\) khiéh
cho cac may bi nhig&” m chay Windows 95, 98, va'ME bi tam duhg trong qua’trinh khoi déng,
budc nguoi dung phai &h mét phim bét ky 'dé khoi déng Windows. Déng thoi, séu ci” ng thay déi
gia’tri, trong Registry lam mé&t muc Folder Options trén menu cua tét ca’ cac cua s& Windows
Explorer va'Control Panel. Do do'nguoi duhg khéng the’mo’ duoc hép thoai Folder Options. Déc
bigt hon, WORM_RONTOKBRO.B lam vé hiéu hoa Registry khiéh cho nguoi dung khéng the’ mo’
cua sb Registry dé'thay déi cac gia'tri ma'sdu dd” céy thém vao. Gidi phép diét thd céng Buot 1:
Khéi déng & ché do Safe Mode » Trén Windows 95 1. Khéi déng lai méy tinh. 2. Bédm F8 & man
hinh Starting Windows 95. 3. Chon ché dé Safe Mode tir Windows 95 Startup Menu sau dé bam
Enter. » Trén Windows 98 vai ME 1. Khéi déng lai mdy tinh. 2. B&m phim CTRL cho dén khi menu
startup xuét hién. 3. Chon ché& d6 Safe Mode sau dé bam Enter. » Trén Windows NT (ché doé VGA)
1. Bdm Start>Settings>Control Panel. 2. Bdm nhdy chuét vao bigu tugng System. 3. Bam vao thanh
Startup/Shutdown. 4. Dét truang Show List la 10 gidy va bédm OK dé lvu sy thay dai nay. 5. Tét
mdy va khéi déng lai may tinh. 6. Chon ch& d6 VGA t&r menu startup. » Trén Windows 2000 1.
Khéi déng lai mdy tinh. 2. Bam phim F8 cho dén khi nhin thdy thanh Starting Windows & cudi man
hinh. 3. Chon ché& d6 Safe Mode tir Windows Advanced Options Menu sau dé bém Enter. » Trén
Windows XP 1. Khéi déng lai mdy tinh. 2. Bdm phim F8 sau khi Power-On Self Test (POST) duoc
thyc hién. Néu Windows Advanced Options Menu khéng xuét hién, ¢6 géng khéi déng lai may va
bém phim F8 nhiéu lan sau man hinh POST. 3. Chon ché& dé Safe Mode tr Windows Advanced
Options Menu sau dé bam Enter. Buéc 2: Xod cac ddu vét anh huong déh qua’trinh khoi déng
may tinh trong Registry. 1. M& Registry Editor. Chon Start>Run, gé Regedit, b&m Enter. 2. Bén trdi
cva s&6, kich dop dé& <chon duvong dén sau:
HKEY_LOCAL_MACHINE>SOFTWARE>Microsoft>Windows>CurrentVersion>Run 3. Bén phdi
cla s8, tim va xod 18i vao. #Trénd Windows ME, 2000, XP & Server 2003: Bron-Spizaetus =
"%Windows%\INF\norBtok.exe" ®Trén Windows 98 & NT: Bron-Spizaetus = "\INF\norBtok.exe"



(Lvu y: %Windows% la*duvohg d& n mac dinh dén thu muc Windows, théng thuvong
laC:\Windows hodc C:\WINNT.) 4. Bén tréi cla 58, kich dop dé chon duong dén sau:
HKEY_CURRENT_USER>Software>Microsoft>Windows>CurrentVersion>Run 5. Bén phdi cta s8,
tim va xod |8i vao: eTrénd Windows 2000, XP & Server 2003: Tok-Cirrhatus =
"%UserProfile%\Application Data\smss.exe" ®Trénd Windows ME: Tok-Cirrhatus =
"%Windows%\Application Data\smss.exe" Buéc 3: Xod cdc déu vét cua séu trong Registry 1.
V& n trong cuva s& Registry, bén trdi, kich dop d& chon duvong dén sau:
HKEY_CURRENT_USER>Software>Microsoft>Windows>CurrentVersion>Policies>Explorer 2. Bén
phdi cta 58, tim va xod 18i vao: NoFolderOptions = "dword:00000001" 3. Bén trdi cta 56, kich
d o p d é chon dvong d an s au:
HKEY_CURRENT_USER>Software>Microsoft>Windows>CurrentVersion>Policies>System 4. Bén
phdi ctra 58, tim va xod |8i vao: DisableRegistryTools = "dword:00000001" 5. Dong cua s6
Registry. Buéc 4: Khai phuc lai file AUTOEXEC.BAT 1. Mo’ file AUTOEXEC.BAT bang Notepad.
Click Start>Run, g&" : notepad c:\autoexec.bat 2. An Enter. 3. Xoa gia'tri, sau: pause 4. Dong file
AUTOEXEC.BAT. 5. Click Yes d& ghi lai. Luu y: D8i véi cac méy chay Windows XP/ME ngdt tinh
ndng System Restore. Vé sadu WORM_RBOT.AZM Sau WORM_RBOT.AZM cé téc db lay nhiém
cao. Lay nhi& m vao HPH: Windows 95, 98, ME, NT, 2000, XP, Server 2003. Séu lay nhig m
trén mang chia se. WORM_RONTOKBRO.B tha’ban sao va'cat thy muc duoc chia se’ méc dinh:
* ADMIN$\system32 ¢C$\Windows\system32 ¢ CS\WINNT\system32 N&u thuv muc do’co’dat
password truy cdp, sdu tap hop trong danh sach ma'no’dinh nghi™ a truoc user ames va'passwords
d&’ thu’ truy cép lai. Nguy hiém hon, WORM_RONTOKBRO.B con khai théc cac I8 héng dé'thuc
hién phat tah cac ban sao cua no’trong mang: *LSASS Vulnerability ®RPC/DCOM Vulnerability
Ngoai ra, loaj séu nay con co’kha’néng &n cdp ID cua Windows trén mdyy tinh cua nan nhén va
CD key cua nhiéu tro'choi phé bighnhu FIFA, Command and Conquer, James Bond 007, Half-Life
....n&U nhu chuhg duoc cai trén may bi nhi& m. Gidi phdap diét thd cdng Buot 1: Xac dinh va'dung
tiéh trinh hoat déng cua Séu: Dirng tién trinh hoat déng cda séu 1. M& Windows Task Manager.
»Trén Windows 95, 98, and ME, bam CTRL+ALT+DELETE » Trén Windows NT, 2000, 2003 and
XP, b&dm CTRL+SHIFT+ESC, sau dé b&m vao muc Processes. 2. Trén danh séch céc chuvong trinh
dang chay, bém ndt End Task hay End Process, tuy thudc vao phién badn Windows dang chay voi
tigh trinh scrtkfg.exe. 3. D& kiém tra liéu céc chuong trinh virus da ding hay chua, déng Task
Manager, sau dé mé lqi lén nra. 4. Déng Task Manager. Buéc 2: Xod céc ddu vét anh huvong dén
qua’trinh khoi ddng may tinh trong Registry. 1. M& Registry Editor. Chon Start>Run, gd Regedit,
bdm Enter. 2. Bén trdi cta s8, kich dop d&€ chon duvong dan sau:
HKEY_CURRENT_USER>Software>Microsoft>OLE 3. Bén phdi cta s3, tim va xod 18i vao System
CSRSS Patch = "scrtkfg.exe" 4. Bén trdi cta s8, kich dop d&€ chon duong dén sau
HKEY_CURRENT_USER>Software>Microsoft>Windows>CurrentVersion>Run 5. Bén phdi cta s8,
tim va xod I3i vaio: System CSRSS Patch = "scrtkfg.exe" 6. Bén trdi cira 58, kich dop dé chon duong
dén sau HKEY_LOCAL_MACHINE>Software>Microsoft>Windows>CurrentVersion>RunServices 7.
Bén phdi cla s8, tim va xod 18i vao: System CSRSS Patch = "scrtkfg.exe" 8. Dong cua s& Registry.
Buéc 3: Thiét lap lai cac gia'tri bi séu thay déi trong Registry 1. V& n trong cua s6 Registry, bén
tréi, kich dup dé chon duong dén sau: HKEY_LOCAL_MACHINE>Software>Microsoft>OLE 2. Bén
phdi cta s8, chust phai vad EnableDCOM va'chon Modify: 3. Bén trdi cia s, kich dop dé chon
duong dan sau: HKEY_CURRENT_USER>Software>Microsoft>Windows>CurrentVersion>Run 4.
Trong 6 text box duoi Value Date, go~ Y: 5. Dohg cua s& Registry. Luu y: D8i véi cdc mdy chay



Windows XP/ME ngdt tinh n&ing System Restore. N&u chua c¢6 phdn mém diét virus ndo cia Trend
Micro, ban c6 thé vao http://housecall.trendmicro.com/ dé tdi vé.
L.Quang



