KHOI PHUC MAT KHAU ADMIN DOMAIN CONTROLLER TREN
WINDOWS 2003 SERVER

Trong thoi gian gén day ching 6i cé nhén duoc rét nhiéu théc mdc cla cdc chuyén vién quén tri
hé thdng dang quén ly céc méy chd Domain Controller trén nén Windows Server 2003. Ho da dé
mdt Password déing nhép vaio DC 2003 dé diéu khién toan bo hoat déng ca

Trong thoi gian gén day ching 6i cé nhén duoc rét nhiéu théc mdc cla cdc chuyén vién quén tri
hé thdng dang quén ly céc méy chd Domain Controller trén nén Windows Server 2003. Ho da dé
mdt Password déing nhép vao DC 2003 d€ diéu khién toan bé hoat déng cia Active Directory
Domain 2003. Diéu ddng tigc ndy cé thé xdy ra khi Admin tién hanh thay déi password méi theo
dinh ky nham téing cuang hon nira an toan cho hé théng, nhung ddng tigc vi mét ly do ndio dé, ho
da quén password méi cia minh. Va két qud la ho khéng con log-on vaio Domain Controller cia
minh duoc nira, va ho cling khéng tao bt ci mét backup admin account ndio dy phéong cho viéc
quén password ndy.. Mot vai thg thuéit va cdng cy da dugc cong bé giop reset lai Domain Admin
Password trén Windows 2000 Server da khong con bét ky téc dung ndo trén Windows 2003
Server. Ly do, Microsoft da dp dyng tdng cudng moi mét cdc tinh ndng bdo mét trén Windows
2003 Server, va nhiing thi thudt nd da trd nén vé téc dyng. Sau déy ching t6i xin dugc trinh bay
céch thic thiét lap lai Domin AdminPassword account. Va truéc khi cdc ban tigén hanh né, hay cho
y k¥ tdt cd cdc yéu cu bdt budc dusi day : Khuyén cdo : Tai liéu huéng dén nay chi dé giop
Admin khdc phyc sy ¢8 do chinh minh géy ra. Tai liéu khéng phuc vy cho bét ky y dé béat minh
ndo dé thuc hién xam nhép vao hé théng | Céc yéu cdu bét budc : Ban can ddp ing céc yéu cdu
sau: 1/ Truy c@p cuc bd-Local access vaio méy chd Domain Controller (DC). 2/ Cé duoc Local
Administrator password (déy chinh la Active Directory Restore mode password ban xdc lap trong
qud trinh tién hanh néng mét Server 2003 1&n thanh Domain Controller 2003, password nay hodn
toan khdc véi password diéu khién hoat déng cia mdy chd DC va Domain- password ma ban da
quén) . 3/ Cé 2 céng cu duogc cung cép bdi Microsoft trong bd Resource Kit: SRVANY va
I NSTSRV. Download & d &y here.
(http://www.microsoft.com/downloads/details.aspx@FamilylD=9d467a69-57ff-4ae7-96ee-
b18c4790cHd&DisplayLang=en) Tét cd cac budc tién hanh nay déu thyc hién trén mét domain véi
mét mdy chi Domain Controller 2003. N&u domain cba ban ¢é nhiéu DCs, cé thé chon bét ky
Domain Controller ndio d& thyc hién. Tién hanh : 1. Khéi déng lai DC Windows 2003 trong ché dé
Directory Restory Service Mode. Khéi dong lai mdy,tai thoi diém startup, nhdn F8va chon Directory
Restore Service Mode. Khi vaio ché d6 nay hoat dong cia Active Directory s& bi disable. Khi man
hinh login xuét hién, log on vao véi tai khodn Local Administrator. V& ban dé ¢é todn quyén truy
cap Local Computer nay nhung khéng thé can thigp vao bat c véin dé gi thuéc Active Directory.

2 Tién hanh cai dat SRYANY. Tién ich nay van hanh Windows NT Service. Va diéu tho vi & day la
chuong trinh s& cé céc ddc quyén hé thdng- SYSTEM privileges. Va diéu nay la can thiét dé c6 the
reset Domain Admin password. Ban s& thyc hién c&u hinh SRYANY dé khéi hoat command prompt
(s& givp ban chay céc [énh net user). Copy SRYANY va INSTSRV vao mét folder tam thoi, vi du
d:temp. Ciing Copy cmd.exe vdo folder nay (cmd.exe chinh la command prompt, thuong ném &
%WINDIR%System32, vi dy nhu : C:WindowsSystem32).

Click vaio cmd.exe dé khéi hogt command prompt, ga lénh Cd D:temp nhdn Enter , G3 tiép lénh



instsrv PassRecovery "d:tempsrvany.exe" nhén Enter.

Cau hinh SRVANY. Tai Run gd lénh regedit, m& Registry Editor va tim dén Key
HKEY_LOCAL_MACHINESystemCurrentControlSetServicesPassRecovery Right-click vao key
PassRecovery va tao mét Key con Parameters va add vaio 2 values méi nhu sau: name: Application
type: REG_SZ (string) value: d:tempcmd.exe name: AppParameters type: REG_SZ (string) value: /k

net user administrator new_password

Can than: 'net user username password' chinh ld command line d& xdc lap mét new password.
Thay th& new_password véi password thuc sy ma ban muén dat méi. Ghi nhé réing mét sé chinh
sach cda domain- domain policies, 6 thé yéu cdu ban phéi d&t password phic hop( complex
passwords), do vdy ban phai dat password phic hop thuong gém cé chir Hoa, thuong, S8 va cac
ky tv dac biét, vi dy : p@ssWOrd!#$ Tiép theo tai Run, gd lénh Services.msc hodic vao Control
Panel -> Administrative ToolsServices s& mé bang diéu khién céc dich vy van hanh trén hé thng.
Tim dén Service c6 tén PassRecovery, right-click chon property tab. Kiém tra start mode phai la
Automatic.

Mé& Log On tab va check vaio lya chon Allow service to interact with desktop.

Tai thoi diém nay ban c6 thé restart Windows, va SRVANY se chay lénh netuser command d& tign
hanh reset lai domain admin password. 3. Khéi déng lai Windows & ché& d6 thuong -normal mode
Che& khi man hinh login xuét hién. ban s& khéng nhéan thdy command prompt xudt hién khi thyc
hién [énh net user command. Nhung dirng lo ldng, command vén duoc thyc thi bén trong hé théng
-background. Log on véi tai khodn Administrator, password ban vira xac l&p méi & trén. Hé théng
s& ban day du quyén truy cap cho ban. Né&u khéng quay lai buéc 2 va dém bdo rang ban khéng
quén password méi da xéc 1ap hodic xac lép sai cac values khéc. Khi desktop xudt hién, ban s&
thdly command prompt. Command prompt duoc khéi déng béi SRVANY.

bén day da dat duvoc myc dich, tién hanh g& bd SRVANY: Thyc hién céc Iénh : net stop
PassRecovery sc delete PassRecovery Xéa tiép folder d:temp dd tgo. Finished ! Ho Viet Ha -
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