QUAN TRI HE THONG VO GROUP POLICY TRONG WINDOWS XP -
2
PHAN |
Trong Windows XP cé mét cdng cu khd hay, dé la Group Policy (GP). Nhiéu ngudi su dung
Windows dé lau nhung chua hé biét c6 cong cy nay vi khéng tim thdy né trong Control Panel,
Administrative Tools hay System Tools. GP la mét trong cac th&agr

Khéi déng chuong trinh: Cé 2 cach khéi déng chuong trinh. Cach 1: Vao menu Start > Run, réi
nhép lénh mmc dé khéi déng Microsoft Management Console. Sau dé vao trinh don File, chon
Open. Trong cta & Open, nhdn nit Browse rdi tim dén thy myc System32. Ban s& thdy nhiéu tap
tin xudt hién cé phan mé réng la *.msc. Céc tép tin dang nay la nhiing thanh phén duoc tao béi
Microsoft Management Console. N&u dé y, ban s& thdy mét s6 céng cu quen thudc nhu: Event
Viewer (eventvwr.msc), Services (services.msc) (hai cong cu ndy ndm trong Adminstation Tools)...
va con nhiéu nira. Trong pham vi cda bai viét ndy, ban can chon gpedit.msc d€ mé Group Policy.

Cach 2: N&u ban lam viéc thudng xuyén véi GP thi cach nay s& nhanh hon. Vao menu Start >
chon Run va& nhdp vaio gpedit.msc rdi nhéin OK dé khéi dong chuong trinh. Khi chuong trinh da
khéi dong, ban sé& thdy cia s8 giao dién nhu hinh bén duéi:

Chuong trinh duoc phan theo dang céy va rdt dé dung. Néu st dung cdc phén mém nhu Security
Administrator, TuneUp Utilities,... ban s& thdy hdu hét cac tuy chon cdu hinh hé théng déu ndm
trong GP. V& ban hodn todn ¢é thé s& dung GP ma Windows cung cdip sén dé quén tri hé thng,
khéng cén phdi cai thém cac phdn mém trén. * Céch st dung chung: tim téi céc nhdnh, Chon Not
configured néu khong dinh cdu hinh cho tinh néing dé, Enable dé kick hogt tinh néing, Disable dé
v6 higu héa tinh néing. * Computer Configuration: Céc thay ddi trong phan ndy s& ép dung cho
todin bd ngudi dung trén mdy. Trong nhanh nay cha nhiéu nhénh con nhu: + Windows Settings:
ban s& cdu hinh vé viéc st dung tai khodn, password tai khodn, quén ly viéc khéi déng va dang
nhdp hé théng... + Administrative Templates: - Windows Components: ban s& cdu hinh céc thanh
phan cai dat trong Windows nhu: Internet Explorer, NetMeeting... - System: c@u hinh vé hé théng.
Can lvu y la truée khi cdu hinh cho bét ky thanh phdn ndo, ban cling cdn phdi tim higu that ky vé
né. Ban c6 thé chon thanh phan réi nhdp chust phai dé chon Help.

Con mét céch khéc la khéng chon Help ma chon Properties. Khi cia s8 Properties xudt hién,
chuyén sang thé Explain d& duoc gidi thich chi tiét vé& thanh phén nay.

Mdc dinh thi tinh trang ban déu cda céc thanh phéan nay la “Not configured”. D& thay déi tinh
trang cho thanh phdn ndo dé, ban chon thé Setting trong cira s8 Properties, s& c6 3 tby chon cho
ban chon lya la: Enable (cé hiéu lyc), Disable (vé hiéu lyc) va Not configure (khéng cdu hinh). *
User Configuration: gitp ban cdu hinh cho tai khodn dang sv dung. Céc thanh phén cé khac déi
chdt nhung viéc st dung va céu hinh cling tvong ty nhu trén. Phan I: Computer Configuration:
Windows Setting: Tai day ban cé thé tinh chinh, dp dung cdc chinh séch vé& van dé s dung tai
khodn, password tai khodn, qudn ly viéc khéi déng va dang nhap hé théng... + Scripts
(Startup/Shutdown): Ban cé thé chi dinh cho windows s& chay mét doan ma nao dé khi Windows



Startup hodc Shutdown. + Security settings: Cdc thiét Iap bdo mét cho hé théng, cac thiét lap nay
duoc ép dung cho toan bd hé théng chi khéng riéng nguei su dyng ndo.

Name
Tém t&t tinh ndng

Account Policies
Céc chinh sach ép dung cho tai khoan cua nguoi dung.

Local Policies
Kiém dinh nhu™ ng chinh sach, nhy™ ng tuy chon quyén loi va'chinh sach an toah cho nguoi dung
tai ché.

Public Key Policies
Céc chinh sach khéa dung chung

Sau day chung ta s€ lan lvot di vao tim hiéu chi tigt tuhg phan nho cua no” 1. Account Policies:
Thiét lap cac chinh sach cho tai khodn a> Password Policies: Bao gém cdc chinh sach lién quan
déh mat khau tai khodn cua nguoi su' dung tai khodn trén mdy. Enforce password history: Véi
nhiing nguoi st dung c6 khéng cé théi quen ghi nhé nhiéu mét khdu, khi buéc phéi thay déi mat
khau thi ho van dung chinh méat khau ¢t dé thay cho mat khau méi, diéu nay I mét ké hé 1én len
quan tryc tiép dén viéc 16 mat khau. Thiét lap nay bét budc mét mat khau méi khong duoc gidng
bat ky mot s6 mét khdu ndo dé do ta quyét dinh. Cé gid tri tir O dén 24 mat khdu. Maximum
password age: Thoi gian 161 da mét khau con hiéu lyc, sau thdi gian nay hé théng s& yéu cau ta
thay dai mat khau. Viéc thay déi mat khau dinh ky nhdm néng cao dé an toan cho tai khodn, vi
mot ké xd8u c6 thé theo d&i nhirng théi quen cla ban, tr dé c6 thé tim ra méat khdu mét céch dé&
dang. S& gid tri tr 1 dén 999 ngay. Gié tri méc dinh la 42. Minimum password age: Xéc dinh thoi
gian 15i thidu trudce khi ¢ thé thay dsi mat khdu. Hét thoi gian nay ban méi ¢6 the thay déi mat
khdu cla tai khodn, hodic ban cé thé thay déi ngay lép toc bang céch thiét lap gid tri la 0. Gid tri
tr O dén 999 ngdy. Ban can thiét Iap “Minimum password age” 16n hon khéng néu ban muén
chinh séch “Enforce password history” cé hiéu qud, vi nguoi st dung c6 thé thiét lap lai mét khau
nhiéu lan theo chu ky d& ho c6 thé s dung lai mat khdu cii. Minimum password length: D& dai nho’
t8i thi€u cua’mat khau tai khoan. (Tinh bang 56 ky tv nhép vao). D6 dai cia méat khau cé gid tri tir
1 dén 14 ky ty. Thiét lap gid tri la khéng néu ban khéng st dung mat khau. Gid tri mdc dinh la 0.
Password must meet complexity requirements: Quyét dinh dé phic tap cia mat khdu. Né&u tinh
ndng ndy cé hiéu lyc. Mat khdu cda tai khoan it nhét phdi dat nhiing yéu céu sau: - Khéng chia
tat cd hodic mét phén tén tai khodn ngudi dung - Bé dai nhd nhét la 6 ky ty - Chiva tr 3 hodic 4



logi ky ty sau: Céc chir cdi thudng (a -> Z), cdc ch céi hoa (A -> Z), Cac ch 56 (0 -> 9) va céc ky
ty ddic bigt. D6 phic tap cla mét khau duoc coi la bét bude khi tao méi hodic thay dai mat khau.
dinh : Disable. Store password using reversible encryption for all users in the domain: Luu tri” mat
khau sv’dung md™ hoa nguoc cho tét ca’cac nguoi su’ dung domain. Tinh néingcung cép sy hé tro
cho cdc ¢ng dung st dung giao thirc,né yéu cdu sy am hiéu vé mat khdu cla ngudi st dung. Viéc
luu trir mat khau st dyng phuong phép mé héa nguoc thyc chét gidng nhu viéce luu triy céc vén
bdn mé héa cia théng tin bdo vé mat khdu. Mdc dinh : Disable. b> Acount lockout Policy: *
Account lockout duration: Xdac dinh s& phit con sau khi tai khodn duoc khéa truéc khi viec mé
khéa duoc thyc hign. Cé gid tri t O dén 99.999 phot. C6 thé thiét lap gid tri O néu khéng musn
viéc ty déng Unlock. Mac dinh khéng ¢6 hiéu lyc vi chinh séch nay chi ¢é khi chinh séch “Account
lockout threshold” dugc thiét Iap. * Account lockout threshold: Xéc dinh s& lén c8 gang déng nhép
nhung khong thanh céng. Trong truong hop nay Acount s& bi khéa. Viéc mé khéa chi ¢6 thé thyc
hién bdi ngudi quan tri hodic phdi doi dén khi thoi han khéa hét higu lyc. Cé thé thigt lap gid tri
cho & lan dang nhdp sai tr 1 dén 999. Trong truong hop thiét lap gid tri O, account s& khéng bi
khéa. * Reset account lockout counter after: Thiét lép lai s8 lan c8 géng dang nhéap vé 0 sau mét
khodng thoi gian quy dinh. Thiét lap nay chi ¢6 higu lyc khi “Account lockout threshold” duoc thiét
lép. 2. Local Policies: Céc chinh sach cuc bé: User rights Assignment: An dinh quyéh cho nguoi sv
dung. Quyén cla ngudi sv dung & déy bao gém cdc quyén truy cdp, quyén backup di ligu, thay
dai thoi gian cda hé thdng... Trong phan nay, d& cau hinh cho mét muc nao do’ban co'thé nhay
dup chuét [én muc do’va'nhéh nut Add user or group dé&'trao quyéh cho user hogic Group nad ban
mudh. * Access this computer from the network: Véi nhitng ké t6 mo, toc mach thitai sao ching ta
lai phdi cho phép ching truy céip vao méy tinh cda minh. Véi thigt lap ndy ban c6 thé tuy y thém,
bét quyén truy céip véio mdy cho bdt c& tai khodn hodc nhém ndo. * Act as part of the operating
system: Chinh sach nay chi dinh tai khodn nao s& duoc phép hoat déng nhu mét phan cda hé
thdng. Mdc dinh, tai khodn Aministrator cé quyén cao nhdt, cé thé thay déi bét ky thiét lap ndo
cba hé théng, duoc xéc nhan nhu bét ky mét nguoi dung ndo, vithé cé thé st dung tai nguyén hé
th&ng nhu bét ky ngudi dung ndo. Chi ¢é nhiing dich vy chiing thyc & mic thdp méi yéu cau dac
quyén ndy. * Add workstations to domain: Thém mét tai khodn hodc nhém vao mién. Chinh sach
ndy chi hogt déng trén hé thang su dung Domain Controller. Khi duoc thém vao mién, tai khoan
ndy s& cé thém cdc quyén hoat déng trén dich vy thy myc (Active Directory), cé thé truy cdp tai
nguyén mang nhu mét thanh vién trén Domain. * Adjust memory quotas for a process: Chi dinh
nhirng ai dugc phép diéu chinh chi tigu bé nhé danh cho mét qua trinh xu ly. Chinh séch nay tuy
c6 lam tang higu sudt cba hé théng nhung né cé thé bi lam dung dé& phuc vy cho nhiing myc dich
x&u nhu tén céng tir chdi dich vy DoS (Dinal of Sevices). * Allow logon through Terminal Services:
Terminal Services & mét dich vy cho phép ching ta dang nhép tr xa dén mdy tinh. Chinh séch nay
s& quyét dinh gitp ching ta nhitng ai duoc phép st dung dich vu Terminal d& déing nhép vao hé
théng. * Back up files and directories: Tvong ty nhu céc chinh sach trén, & day s& cdp phép cho
nhirng ai s& c6 quyén backup dir liéu. * Change the system time: Cho phep nguoi su'dung nao co’
quyén thay déi thoi gian cua hé théng. * Create global objects: Céip quyén cho nhirng ai c6 thé tao
ra cdc déi tvong dung chung * Force shutdown from a remote system: Cho phép nhiing ai ¢6
quyén t&t mdy qua hé thdng diéu khién tir xa. * Shut down the system: Cho phép ai cé quyén
Shutdown mdy. Va con rdt nhiéu chinh sach khéc nra dang che ban khém phd. Nguyén Quang
Duy — lITM Email: quangduy2500@gmail.com






