CAI DAT VA CAU HINH ISA SERVER FIREWALL 2004 - CHUONG 2 CAl
DAT CERTIFICATE SERVICES

Microsoft Certificate Services c6 thé duoc cai dat trén Domain controller cba internal Network vé
cung céip cdc Certificates cho céc Hosts trong Internal Network domain, ciing nhu céc Hosts khéng
& thanh vién cda Internal Network domain. Ching ta s& si dyng Certificates

Microsoft Certificate Services c6 thé duoc cai dat trén Domain controller cba internal Network vé
cung cép cdc Certificates cho céc Hosts trong Internal Network domain, ciing nhu céc Hosts khéng
& thanh vién cta Internal Network domain. Ching ta s& su dung Certificates trong nhiéu kich bén
khac nhau, céc cdng viéc céin hoan thanh:

* Cho phép ISA Server 2004 Firewall cung céip kénh dé hd trg L2TP/IPSec VPN protocol, tao lién
két site-to-site VPN.

* Cho phép ISA Server 2004 Firewall cung cép kénh d& hd tro L2TP/IPSec VPN protocol, tao diéu
kién cho VPN client thuc hién két néi tir mét Remote Location (site)

* Cho phép remote users c6 thé truy cép dén Outlook Web Access site, phuong thic bdo mét
manh SSL-to- SSL bridged connections.

® Publish secure Exchange SMTP v& POP3 services lén Internet Certificates cho phép dung SSL/TLS
security. SSL (Secure Sockets Layer) protocol, la mét gico thic [ép session (layer) c6 khd nang ma

héa di ligu truyén gitra client va server.

SSL security hién duoc xem la chudn cung cdip an todn cho céc remote access dén cdc Websites.
Ngodi ra, certificates con cé thé duoc dung dé xdéc nhan cdc dsi twong tham gia cdc két ndi VPN,
bao gédm VPN clients va VPN servers (phuong phdp nay goi la xéc thyc cé hai chiéu- mutual
Authentication)

Trong phén nay ching ta s& dé céip dén cdc tién trinh sau:



* Cai dat Internet Information Services 6.0 d& h tro Certificate Authority’s Web

Enrollment ( nhén cac Certificates tr CA server thdng qua hinh thic déng ki trén CA’sWeb)

e Cai dat Microsoft Certificate Services & ché do
Enferprise CA

Cai dat Infernet Information Services 6.0
Certificate Authority’s Web enrollment site si dung Internet Information Services World

Wide Publishing Service. B&i vi ching ta da cai IS Web services , trong chuong 1 khi tién hanh cai
Exchange 2003 hé tro Outlook Web Access site, nén s& khéng cén cai lai IIS service. Tuy nhién,
ban nén xdc nhéan lai WWW Publishing Service da duoc Enabled, truéc khi tién hanh cai

Enterprise CA.

Thi hanh céc buéc sau d& xac nhan WWW Publishing Service dang chay trén domain controller:

1. Click Start chon Administrative Tools. Click Services

2. Trong Services console, click Standard tab phia duéi. Kéo xudng danh séch va double-click vao
World Wide Web Publishing Service .

3. Trong World Wide Web Publishing Server Properties dialog box, xac nhén Startup type la
Automatic, va trang théi vén hanh cda service & Started.



4. Click Cancel va déng Services console.
Nhu véy WWW Publishing Service da vén hanh, buéc tiép theo la cai dat
Enterprise CA software.

Cai dat Certificate Services & ché& dé Enterprise CA
Microsoft Certificate Services s& duoc cai dat & ché dé nay trén chinh domain controller. Cé nhiyng
thuén loi khi cai CA & ché do

Enterprise mode (nguoc lgi véi Standalone mode) bao gom:

 Ching tir géc cla CA (root CA certificate) duoc ty dong dua vao vung luu iy Certificate cia
Trusted Root Certification Authorities (certificate store) trén tét cd céc méy thanh vién cia Domain
(domain member). Cédc Computer thanh vién cia Domain khi dung céc gico dich cén Certificates
dé nang cao tinh an todn, c6 thé d& dang tim cdc nha cung cdp hop phép- CA servers, trong
Trusted Root Certification Authorities trén Computer cda minh.

* Cdc Clients nay ciing dé dang dung Certificates MMC snap-in (tai RUN, type mmc, chon File,
Add/Remove snap-in, Add, chon Certificates), va d& dang dung snap-in nay dé yéu cdu
certificates tr CA Servers hodic tr CA’s Websites

® Tat c& céec Computer trong Domain cé thé dugc phan chia Certificates déng loat théng qua tinh
ndng Active Directory autoenrollment feature
Luu y réing khéng nhét thigt phdi cai CA &

Enterprise mode. Ban c6 thé cai CA & ché& d6 Standalone mode, nhung trong Lab ndy ching ta s&
khéng dé cép standalone mode hodic lam thé ndio dé xin cdp certificate tr mot

Standalone CA



Tién hanh céc buéc sau d& cai dat

Enterprise CA trén Domain Controller EXCHANGE2003BE

1. Click Start, Control Panel. Click Add or Remove Programs.

2. Trong Add or Remove Programs, click Add/Remove Windows Components

3. Trén Windows Components page, kéo danh sach xudng va check vao Certificate Services
checkbox. Click Yes trong Microsoft Certificate Services dialog box, théng béo rdng informing
“you may not change the name of the machine or the machine’s domain membership while it is
acting as a CA”. Nhu véy la rét rd rang Ban khéng thé thay déi Computer Name hodc thay déi tu
céch thanh vién Domain cia Computer ndy, sau khi da cai CA service.Click Yes.

4. Click Next trén Windows Components page.

5. Trén CA Type page, chon

Enterprise root CA option va click Next.

6. Trén CA Identifying Information page, dién tén cho CA server nay trong Common name cia CA
text box. Nén dung t&n dang DNS host name cia domain controller. Tham khdo vé cdu hinh DNS
ho trolSA Server

http:/ /www.tacteam.net/isaserverorg/isabokit/ 9dnssupport/9dnssupport.htm

Trong text box nday céc ban dién vao NetBIOS name cia domain controller la
EXCHANGE2003BE. Click

Next.



7. Né&u Computer ndy truéc day da cai dat mét CA, ban s& duoc hdi “you wish to overwrite the
existing key”, ghi dé lén céc khéa da t6n tai. Con néu ban da trién khai céc CA khéc trén Network
c6 thé khéng nén overwrite céc khéa hién tgi. Va néu day la CA déu tién, ¢ thé chdp nhan
overwrite the existing key. Trong vi dy ndy ching ta truéc dé da chua cai CA trén Computer vi véy
khéng nhin thdy dialog box théng bao nhu trén

8. Trong Certificate Database Settings page, dung vi tri luu tri méc dinh cho Certificate Database
va Certificate database log text boxes. Click Next.

9. Click Yes trong Microsoft Certificate Services dialog box, ban nhén duoc théng béo phdi restart
Internet

. . . ~ . . ~ .
Information Services. Click Yes dé stop service. Service s& duoc restart automatic.

10. Click OK trong Insert Disk dialog box. Trong Files Needed dialog box, dva duong dén dén
1386 folder trong Copy file from text box va click OK.

11. Click Finish trén Completing the Windows Components Wizard page.

12. Béng Add or Remove Programs.

Tai thoi diém nay

Enterprise CA c6 thé cdp phdt certificates cho cdc Computer khéc trong Domain théng qua

autoenrollment, Certificates mmc snap-in, hodc qua Web enrollment site. Trong huéng dén céu
hinh ISA Server 2004



ndy, ching ta s& cdp phat mét Web site certificate cho OWA Web site va cling céip phat céc
Computer certificates cho ISA Server 2004 Firewall computer va cho cdc external VPN

client va VPN gateway (VPN router) machine.
Két luén:

Trong phdn ndy ching ta déa thdo ludn vé viéc dung mét CA- Certificate Authority va lam thé ndo
dé cai dat mot

Enterprise CA trén Domain controller trong internal Network. V& tiép theo ching ta s& dung
Enterprise CA dé& cdp Computer Certificates cho cdc VPN clients va servers, cling cdp ludn mot
Web site certificate cho Exchange Server’s Outlook Web Access Web site.
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