CAI DAT VA CAU HINH ISA SERVER FIREWALL 2004 - CHUONG 1

Trong thyc t& hién nay bdo mét théng tin dang déng mét vai trod thiét yéu chi khéng con la “tha
y&u” trong moi hogt déng lién quan dén viéc ing dung cdng nghé théng tin. T&i mudn néi dén vai
trd to lén cda viéc tng dung CNITT da va dang dién ra s&o

Trong thyc t& hién nay bdo mét théng tin dang déng mét vai trod thiét yéu chi khéng con la “tha
y&u” trong moi hogt déng lién quan dén viéc ing dung cdng nghé théng tin. T&i mudn néi dén vai
trd to lén cda viéc tng dung CNTT dd va dang dién ra s6i déng, khéng chi thuén toy la nhiing
cdng cy (Hardware, software), ma thyc sy da@ duoc xem nhu la gidi phép cho nhiéu vén dé. Khéi
dong tr nhitng ndm ddu thap nién 90, véi mét s6 it chuyén gia vé CNTT, nhiing hiéu bigt con han
ch& va dua CNTT ng dung trong céc hoat déng sén xuét, giao dich, quan ly con kha khiém tén
va chi ding lai & mic cdng cy, va déi khi i con nhan thdy nhiing cdng cy “dét tién” nay con gay
mdt s6 cdn tré, khong dem lai nhiing higu qud thigt thyc cho nhiing T8 chie st dyng né.

Va nhirng ai “chén rén” nhat thi lai ty hdi minh “mua cdi thiét bi d& lam gi nhi 21 né khong sén
xuédt ra duoc sén pham, va né ciing chdng giop céng viéc gidy t& gidm bét la bao, ligu ching ta
ddi t8n hao mét s& tién vo ichl..”” . Khéng déu xa nhiing nuéc lang giéng khu vyc nhy

Thailand,

Singapore, nhirng nén kinh t& manh trong khu vyc va dang trén da phét trién manh mé. Nhén thic
dugc sy vu viét cia ing dyng CNITT, va tir rét sém ho dé dem CNNT ép dung vaio moi hoat déng,
khéng chi sén xudt, giao dich, quén ly ma CNTT duoc mang dén moi nha, moi ngudi

. V& ho ciing hoc thanh thyc nhitng ki néing dé gidi quyét va diéu khién céng viéc rdt sdng tao tir
céc “vi khi” tan thoi nay. Béu dé trong trich doan “Con dudng Phia truéc” cda Bill Gates ¢6 néi
dén gid tri to lén cda théng tin trong thé ki 21, mét ki nguyén thong tin dich thyc. Thyc thé quy gid
“phi vat chat” nay, dang dén tré thanh mét dsi tvong duoc sén lung, duoc kiém sodt gét gao, va
ciing la bé phéng cho tdt cd nhitng quéc gia muén phét trién mét cdch manh mé, nhanh chéng va
“bén virng”. Can cé nhitng hé thdng manh mé nhét dé kiém sodt thong tin, sdng tao théng tin va
dem nhirng théng tin ndy véio ing dung mét céch c6 hiéu qud. Thé gisi budce trong the ki 21 dung
ban dap CNTT dé tao lyc bdy va ciing la d& dan duong cho céc hoat déng, cho moi nguei xich lai
gan nhau hon, khién cho nhiing cach biét Dia Ly khong con ton tai, d& dang hiéu nhau hon va trao
dai v&i nhau nhiing gi ¢ gid tri nhét, ddc biét nhét.

Ung dung céng nghé théng tin mét cach c6 hidu qua va “bén viing”, la tidu chi hang déu cda
nhiéu quéc gia hién nay, Viét Nam khéng la ngoai 1&. Xét trén binh dién mét doanh nghiép khi
ong dung CNTT véo sén xuét, kinh doanh ciing ludn mong muén cé duoc diéu nay. Tinh hiéu qua
la diéu bét budce, va sy “bén virng” cing la tét yéu. Duéi gée nhin cia mét chuyén gia vé bdo mét
hé thang, khi trién khai mét hé thdng théng tin va xdy dung duoc co ché bdo vé chdt chg, an toan,
nhu vay la gép phan duy tritinh “bén virng” cho hé théng théng tin cia doanh nghiép dé. Va tat
c& ching ta déu hiéu rang gid tri thong tin cda doanh nghiép la tai sén vo gid. Khéng chi thuén tay
vé véat chdt, nhiing gid tri khdc khang the do dém duoc nhu uy tin cla ho véi khach hang sé ra
sao, néu nhirng théng tin giao dich véi khach hang bi dénh cép, réi sau dé bi loi dung véi nhiing
muyc dich khac nhau..Hacker, attacker, virus, worm, phishing, nhing khéi niém nay gio déy khéng
con xa lg, va thyc sy la méi lo ngai hang dau cia tat c& cac hé théng théng tin (PCs, Enterprise



Networks, Internet, etc..). V& chinh vi vy, t&t cd nhiing hé théng nay can trang bi nhiing céng cu
dd manh, am higu céch x& ly dé déi phé véi nhiing thé lyc den ddng so dé. Al tao ra bic tuong
|a dd manh nay dé c6 the “thidu chdy” moi y dé xam nhap?! Xin thua rdng truée hét dé la y thie
sU dyng mdy tinh an toan cda tét cd moi nhén vién trong mét T8 chic, sy am hiéu tinh tvong cla
céc Security Admin trong T8 chie dé, va cudi cung la nhirng céng cy déc lyc nhét phuc vu cho
“cudc chién” ndy. D6 la cac Firewall, tir Personal Firewall bdo vé cho trng Computer cho dén cac
Enterprise Firewall c6 khd néng bdo vé toan hé théng Network clia mét T chie. Va Microsoft ISA
Server 2004 |& mét Enterprise Firewall nhu the | M6t sdn phdm 6t va la ngudi ban tin cdy dé béo
vé an todn cho cac hé théng théng tin.

CHUONG 1: Huéng dén su dung

CHUONG 2: Cai dat Certificate Services

CHUONG 3: Cai dat var cau hinh Microsoft Internet Authentication Service

CHUONG 4: Cai dat va cau hinh Micosoft DHCP va WINS Server Service

CHUONG 5: Céu hinh DNS va DHCP hé trg tinh ndng Autodiscovery cho Web Proxy va Firewall
Client

CHUONG 6: Cai dat va cdu hinh DNS Server véi tinh ndng Caching-only trén Perimeter Network
CHUONG 7: Cai dat ISA Server 2004 trén Windows Server 2003

CHUONG 8: Sao luu va phuc héi céu hinh Firewall

CHUONG 9: Pon gidn héa céu hinh Network véi cdc Network Templates

CHUONG 10: Céu hinh céc logi ISA Clients: SecureNAT, Web Proxy va Firewall Client
CHUONG 11: Céu hinh céc chinh séch trén Firewall v&i ISA Server 2004 Access Policy
CHUONG 12: Tién hanh Publish cac Service trén Perimeter Network ra bén ngodi nhu: Web, Fip
Server

CHUONG 13: Céu hinh Firewall déng vai tro Filtering SMTP Relay

CHUONG 14: Tién hanh publish Exchange Outlook Web Access, SMTP Server va POP3 Server
Sites.

CHUONG 15: Cdu hinh VPN Server trén ISA Server 2004

CHUONG 16: Tao mét Site to Site VPN trén céc ISA Server 2004 Firewalls

CHUONG 1: Trién khai ha tdng Network véi nhiing Service thiét yéu

Cudn sach duoc trinh bay theo thyc & trién khai ISA Server 2004 trong mé hinh Network cGa mét
T chie. Néi dung cba sdch géi gon trong céc vén dé cdu hinh hé thdng ISA Server 2004 tré
thanh mét Firewall manh ma vén dép ¢ng dugc cée yéu cdu su dung céc Service tir xa, phyc vy
cho cd cdc ISA Clients bén trong truy cép cdc Service bén ngodi (Internet), lan céc Client bén ngodii
(Internet Clients) cén truy cdip céic Service bén trong Network T6 chie.

Firewalls ludn & mét trong céc loai thiét bi Network cdu hinh phic tap nhét va duy tri hoat déng
cla né dé bdo vé Network cling gdp khéng it thi théch cho cdc Security Admin. Can cé nhiing
kign thirc co bdn vé TCP/IP va cde Network Services d& higu ré mét Firewall lam viéc nhu thé nao.
Tuy nhién ciing khéng nhét thiét phdi tré thanh mét chuyén gia vé ha tang Network (Network
Infrastructure ) méi cé thé s dung duoc ISA Server 2004 nhy mat Network Firewalll.



Chuong nay s& mé ta céc van dé sau:

* Giop ban higu cdc tinh ndng cé mét trén ISA Server 2004  Cung cép nhirng loi khuyén cy thé
khi dung tai ligu d& cdu hinh ISA Server 2004 Firewall ® M6 14 chi tiét thyc hanh trién khai ( ISA
SERVER 2004 Lab Configuration)

Hi€u céc tinh nding trén ISA Server 2004

ISA Server 2004 dugc thigt k& dé& bdo vé Network, chdng cdc xam nhép tir bén ngoai lan kiém
sodt céc truy cap tir bén trong Néi bé Network cda mét T chic. ISA Server 2004 Firewall lam
diéu nay théng qua co ché diéu khién nhitng gi c6 thé duoc phép qua Firewall va nhiing gi s& bi
ngdn chdn. Chong ta hinh dung don gidn nhu sau: Cé mét quy téc duoc ép dat trén Firewall cho
phép théng tin dugc truyén qua Firewall, sau dé nhirng théng tin nay s& duoc “Pass” qua, va
nguoc lai néu khéng ¢ bét ki quy tac ndo cho phép nhiing théng tin &y truyén qua, nhiing théng
tin ndy sé& bi Firewall chan lai.

ISA Server 2004 Firewall chta nhiéu tinh néing ma cdc Security Admin ¢6 the dung dé ddm béo
an todn cho viéc truy cép Internet, va cting bdo ddm an ninh cho céc tai nguyén trong N&i bd
Network . Cuén sach cung cdp cho cdc Security Admin higu duoc nhitng khdi niém téng quét va
dung nhiing tinh ndng phd bién, ddc thu nhét trén ISA Server 2004, théng qua nhiing buéc huéng
dan cy thé (Steps by Steps)

Firewalls khong lam viéc trong mét méi truong “chén khéng”, vi don gidn la ching ta trién khai
Firewall d& bdo vé mét cdi gi d6, cé thé la mét PC, mét Server hay cd mét hé théng Network véi
nhiéu Service duoc trién khai nhu Web, Mail, Database. ...

Ching ta s& c6 mét huéng déan day du vé viéc trién khai cdc Service can thiét cho hoat déng
Network cda mét T8 chic. céch thie cai dét va cdu hinh nhitng Service naly nhu thé ndo. Va diéu
t8i quan trong la Network va cée Service phéi duoc cdu hinh ding céch truéc khi trién khai
Firewall. Diéu nay gilp ching ta trdnh duoc nhitng véin dé phién todi ndy sinh khi trién khai ISA
Server 2004.

Céc Network Services va nhiing tinh néing trén ISA Server 2004 s& duoc cai dat va céu hinh gom:

* Cai dat va cdu hinh Microsoft Certificate Services (Service cung cdp cdc Ching tu ki thuéit s&
phuc vy nhén dang an toan khi gico dich trén Network) e Cai dat va cdu hinh Microsoft Internet
Authentication Services (RADIUS) Service xdc thyc an toan cho céc truy cép tir xa théng qua céc
remote connections (Dial-up hodc VPN) e Cai dat va cdu hinh Microsoft DHCP Services (Service
cung cdp cdc xdc lap TCP/IP cho céc node trén Network) va WINS Services (Service cung cdp gidi
phép truy véin NETBIOS name cda céc Computer trén Network) ® Cau hinh cdc WPAD entries
trong DNS dé hé tro chie néing Autodiscovery (ty déng khédm phd)) va Autoconfiguration (ty déng
céu hinh) cho Web Proxy va Firewall clients. Rét thudn lgi cho cac ISA Clients (Web va Firewall
clients) trong mét T8 chie khi ho phdi mang Computer tr mét Network (cé mét ISA Server) dén



Network khéc (cé ISA Server khdc) ma vén ty déng phét hién va lam viéc dugc véi Web Proxy
Service va Firewall Service trén ISA Server nay . ® Cai d&t Microsoft DNS server trén Perimeter
Network server (Network chra cdc Server cung cép tryc tuyén cho cdc Clients bén ngodi, ndm sau
Firewall, nhung cing téch biét véi LAN)e Cai dat ISA Server 2004 Firewall software ® Back up va
phyc héi théng tin cdu hinh cda ISA Server 2004 Firewall ® Dung céc mé hinh méu cda ISA Server
2004 ( ISA Server 2004 Network Templates) d& cdu hinh Firewall ® Céu hinh cdc logi ISA Server
2004 clients ® Tao céc chinh sdch truy cdp (Access Policy) trén ISA Server 2004 Firewall  Publish
Web Server trén mét Perimeter Network ® Dung ISA Server 2004 Firewall déng vai trd mét Spam
filtering SMTP relay (tram trung chuyén e-mails, ¢6 chic ndng ngén chéin Spam mails) © Publish
Microsoft Exchange Server services (hé théng Mail va lam viéc céng tac cia Microsoft, tvong ty
Lotus Notes cOa IBM) ® Cdu hinh ISA Server 2004 Firewall déng vai trd mét VPN servere Tao két
ndi VPN theo kiéu site to site gitra hai Networks

Trudce khi thyc hanh cdu hinh ISA Server 2004 Firewall, phdi nhén thic ré rang : Day la mét hé
th&ng ngéin chéin céc cude tan cng tr Internet va mét Firewall véi céu hinh 16i s& tao diéu kién cho
céc cude xam nhép Network. Véi nhiing ly do nay, diéu quan trong nhét cac Security Admin quan
tam dé la Lam thé ndo dé cdu hinh Firewall dém bdo an toan cho viéc truy cdp Internet .

Véi cu hinh mac dinh cda minh ISA Server 2004 ngén chain tat cd luu théng vao, ra qua Firewalll.

RS rang day la mét cdu hinh chd déng, an toan nhét ma Admin ¢ thé yén tam ngay tir dédu khi
vén hanh ISA Server. Va sau dé dé ddp g cdc yéu cdu hop phdp truy céip céc Service khdc nhau
cUa Internet (vi du nhu web, mail, chat, download, game online v.vv..), Security Admin s& cdu hinh
d& ISA Server 2004 c6 thé dép Gng cdc yéu cdu duoc phép frén.

Céc Securty Admin luén duoc khuyén cdo: Hay tao céc cude kiém tra cdu hinh ISA Server 2004
trong phong Lab, truéc khi dem céc cdu hinh nay dp dung thyc t&. Ching ta s& duoc huéng dén
cdu hinh ISA Server 2004 Firewall dong céch, chinh xdc théng qua gico dién lam viée rét gan gii
cba ISA Server 2004. C6 thé cé nhirng sai ldm khi thyc hign Lab, nhung céc Admin khéng qua lo
ldng vi chéc rdng céc attackers khéng thé loi dung nhirng 16 héng nay (trir khi Lab Network duoc
két nGi véi Internet...). Trén Lab diéu quan trong nhét la higu ding cdc théng s6 dé cdu hinh, cho
phép sai pham va céc Admin rot ra kinh ghiém tir chinh nhrng “mistakes” nay.

LAB huéng dén céu hinh ISA Server 2004 Firewall

Ching ta s& dung mét Network Lab d& mé t& nhiing khé ndng va nhirng nét déic trung ca ISA
Server 2004. Cac Admin khi thyc hanh nén x&y dyng mét Test Lab tuong ty nhu mé hinh chi ra
dudi day (tat cd céc thong s6 s dung). Néu cdc Security Admin khéng cé di cdc thiét bi that nhu
Test Lab ndy, c6 thé dung mé hinh gid lap, dén tir céc Virtual Software nhy

Microsoft’s Virtual PC software (hodic VMWare) dé tao mé hinh Lab do.

Xem thém vé Virtual PC tai Website: http://www.microsoft.com/windowsxp/virtualpc/



Trong phdn ndy, ching ta s& xem xét:

 Huéng dén cdu hinh Network cho ISA Server 2004 * Cai dat Windows Server 2003 , va sau dé
ndng (dcpromo) Computer ndy lén thanh mét Domain controller (méy chd kiém sodt toan hoat
déng cia Domain) ® Cai dat Exchange Server 2003 trén Domain controller nay va céu hinh thanh
mét Outlook

Web Access Site dung phuong thic xéc thyc co ban (Basic authentication)

So d8 Network trién khai ISA Server 2004

Mé hinh Network Lab — 7Computers.
Tuy nhién Network Lab khéng y&u cdu c& 7 Computers ndy chay cing mét thoi diém
Diéu nay tao diéu kién d& dang cho Lab ddc biét la Lab do.

M6 hinh Network cta T8 chic ndy cé6 mét Local Network (Network cyc bé LAN) va mét Remote
Network. M6i Network cé mét ISA Server 2004 chdn phia truéc déng vai tro Firewall. Tét cd céc
Computers trén Local Network déu l& thanh vién cda Domain MSFirewall.org, vé domain nay bao
gdm ludn cd ISA Server 2004 Firewall computer. Tét cd cac Computers con lai khéng la thanh vién
cua Domain nay.

Trén lab Network, Network Card ngodi (External interfaces) cda céc ISA Server 2004 Firewalls c6
két nGi cho phép truy cép Internet. Céc Admin nén tao cdc thong s8 cdu hinh gidng nhau dé cé the
Test céic két ndi thyc sy dén Internet tr phia Clients ndm sau ISA Server 2004 Firewalls.

N&u ching ta dung phdn mém gid lép thi luu y rdng, ching ta phdi set-up dén 3 Virtual Networks
trén Test Lab. D6 la cdc Vitual Networks: Domain Controller ném trén Internal Network,
TRIHOMELANT Computer ndm trén Perimeter Network vl REMOTECLIENT virtual Network th ba.

Luu y véi Lab do: Chéc chén mét diéu |a trén céc Virtual Networks ndy bé tri cac Computers trén
cdc Virtual Switches khéc nhau, d& ngdn chdn céc thong tin tran ngép theo kiéu Ethernet broadcast
traffic, diéu nay c6 the gay nén nhirng két qua khéng mong mudn trén Lab do..



Cai dat va cau hinh Domain Controller trén Internal Network

Mé&t Computer khéc hon so véi ISA Server 2004 Firewall computer, cé quyén lyc quén tri toan
Domain ndi bé dé la Domain Controller . Microsoft xdy dyng mé hinh Domain duéi sy kiém sodt
cba Active Directory Service va Domain Controller la cong cy kiém sodt Domain dé. (quén ly tat cd
céc Clients va Servers cung cdp Service trong Domain nhy Web, Mail, Database server va ké&
cAlSA Servers)

Trong Lab ndy ching ta s& cdu hinh mét Windows Server 2003 domain controller, va trign khai
ludn céc Service nhu: DNS, WINS, DHCP, RADIUS, Microsoft Exchange Server 2003 trén chinh

Domain controller nay.
Céc giai doan tién hanh:

e Cai dat Windows Server 2003 ® Cai dat va cdu hinh DNS service ® Nang Computer nay [én
thanh Domain controller

Cai dat Windows Server 2003
Tién hanh cdc buéc sau trén Computer s& déng vai trd Domain Controller

1. Bua dia CD cai d&t vao CD-ROM, khéi déng lai Computer. Cho phép boot ttr CD 2. Chuong
trinh Windows setup bdt dau load nhirng Files phuc vu cho viéc cai dat. Nhdn Enter khi ma hinh
Welcome to Setup xudt hién 3. Doc nhitng diéu khodn vé License trén Windows Licensing
Agreement , dung phim PAGE DOWN d& xem hét sau dé nhén F8 dé dong y véi diéu khodn 4.
Trén Windows Server 2003, Standard Edition Setup xuét hién man hinh tgo cac phén vung légic
(Partition) trén dia cing, trudc hét tao Partition dung cho viée cai dat Hé Diéu hanh. Trong Test Lab
ndy, toan bd dia cing s& chi lam mét Partition. Nhan ENTER. 5. Trén Windows Server 2003,
Standard Edition Setup, chon Format the partition using the NTFS file system Nhdn ENTER. 6.
Chuong trinh Windows Setup tién hanh dinh dang (format) dia cing, s& che it phit cho tign trinh
ndy hoan thanh 7. Computer s& ty Restart khi tién trinh copy File vaio dia cirng hodn thanh8.
Computer sé& restart lai trong giao dién d6 hoa (graphic interface mode). Click Next trén trang
Regional and Language Options 9. Trén trang Personalize Your Software, dién Tén va T8 chic
cUa Ban Vi du : Name: Nis.com.vn

Organization: Network Information Security Vietnam

10. Trén trang Product Key dién vaio 25 ch s6 cia Product Key ma ban ¢6 va click Next. 11. Trén
trang Licensing Modes chon ding option duoc ép dung cho version Windows Server 2003 ma
ban cai d&t. Néu cai dat Licence & ché dé per server licensing, hdy dua vao s& connections ma
ban da ¢6 License. Click Next.

12. Trén trang Computer Name va Administrator Password dién tén cia Computer trong Computer



Name text box. Theo céc buéc trong xdy dyng Test Lab nay, thi Domain controller/Exchange
Server trén cung Server va cé tén la EXCHANGE2003BE, tén ndy duoc dién vao Computer Name
text box. Dién tiép véio muc Administrator password va xdc nhén lai password tai myc Confirm
password (ghi nhé lai password administrator cdn thén, néu khong thi ban ciing khéng thé log-on
vao Server cho cac hogt déng tiép theo). Click Next. 13. Trén trang Date and Time Settings xdc l&p
chinh x4c Ngay, gi va mii gio Viét

Nam (néu cdc ban & Viét

Nam). Click Next. 14. Trén trang Networking Settings, chon Custom settings option. 15. Trén trang
Network Components, chon Internet Protocol (TCP/IP) entry trong Components va click Properties.
16. Trong Internet Protocol (TCP/IP) Properties dialog box, xac lap céc théng s6 sau: IP address:
10.0.0.2. Subnet mask: 255.255.255.0. Default gateway: 10.0.0.1 (ch? y Default Gateway
10.0.0.1 ndy ciing la IP address cta Internal Card trénISA Server). Preferred DNS server:
10.0.0.2.

17. Click Advanced trén Internet Protocol (TCP/IP) Properties dialog box. Trong Advanced TCP/IP
Settings dialog box, click WINS tab. Trén WINS tab, click Add. Trong TCP/IP WINS Server dialog
box, dién 10.0.0.2 va click Add. 18. Click OK trong Advanced TCP/IP Settings dialog box. 19.
Click OK trong Internet Protocol (TCP/IP) Properties dialog box. 20. Click Next trén trang
Networking Components. 21. Chép nhéan lya chon mgc dinh méi trudng Network & Workgroup
(ching ta s& tgo mdi trudng Domain sau, dva mdy nay tré thanh mét Domain controller va ciing la
thanh vién cia Domain (l& mét member server, vi trén Server ndy con cai thém nhiéu Server
Service khdc ngodi Active Directory Service).Click Next. 22. Tién trinh cai d&t duoc tiép tuc va khi
Finish, Computer s& ty khdi dong lai 23. Log-on lén déu tién vao Windows Server 2003 dung
password ma ching ta da tao cho tai khodn Administrator trong qué trinh Setup. 24. Xuét hién
déu tién trén man hinh l& trang Manage Your Server, ban nén check vao Don’t display this page at
logon checkbox va déng cira s6 Window lai

Cai dat va cau hinh DNS

Buéc ké tiép la cai dgt Domain Naming System (DNS) server trén chinh Computer nay
(EXCHANGE2003BE ). Diéu ndy la can thiét vi Active Directory Service hogt déng trén Domain
Controller, kiém sodt toain Domain y&u cdu phdi c6 DNS server service phuyc vy cho nhu cdu truy
van t&n -hostname, ddng ki cac record (A, PTR, SRV records v.v..). Ching ta s& cai DNS server va
sau dé s& néing vai trdo Computer ndy |én thanh mét Domain Controller, va DNS server ndy s& phuc

vu cho todin Domain.
Tién hanh cdc buéc sau d& cai dét DNS server

1. Click Start, Control Panel. Click Add or Remove Programs. 2. Trong Add or Remove Programs,
click Add/Remove Windows Components 3. Trong Windows Components, xem qua danh sach
Components va click Networking Services entry. Click Details. 4. Check véio Domain Name System
(DNS) checkbox va click OK. 5. Click Next trong Windows Components. 6. Click Finish trén



Completing the Windows Components Wizard. 7. Déng Add or Remove Programs

DNS server dd duoc cai ddt, Admin can dua vaio DNS Server céc théng sé cy thé phuc vy cho hoat
déng truy van tén, cy thé la s& tao ra hai ving Forward va Reverse lookup zones. Tién hanh céc
buéc sau dé cdu hinh DNS server:

1. Click Start va sau dé click Administrative Tools. Click DNS2. Trong béng lam viéc cda DNS
(DNS console), mé& rong server name (EXCHANGE2003BE ), sau d6 click trén Reverse Lookup
Zones. Right click trén Reverse Lookup Zones va click New Zone. 3. Click Next trén Welcome to the
New Zone Wizard. 4. Trén Zone Type , chon Primary zone option va click Next. 5. Trén Reverse
Lookup Zone Name page, chon Network ID option va Enter 10.0.0 vao text box. Click Next. 6.
Chép nhén chon lya méc dinh trén Zone File page, va click Next. 7. Trén Dynamic Update page,
chon Allow both nonsecure and secure dynamic updates option. Click Next. 8. Click Finish trén
Completing the New Zone Wizard page.

K& tiép ching ta tao Forward lookup zone cho Domain ma Computer ndy s& l& Domain Controller.
Tién hanh céc busce sau

1. Right click Forward Lookup Zone va click New Zone. 2. Click Next trén Welcome to the New
Zone Wizard page. 3. trén Zone Type page, chon Primary zone option va click Next.

4. Trén Zone Name page, dién tén cda forward lookup zone trong Zone name text box. Trong vi
dy ndy tén cda zone ld MSFirewall.org, trung véi tén cda Domain s& tgo sau nay. Pua
MSFirewall.org véo text box. Click Next. 5. Chdp nhén céc xéc lap mac dinh trén Zone File page
va click Next. 6. Trén Dynamic Update page, chon Allow both nonsecure and secure dynamic
updates. Click Next. 7. Click Finish trén Completing the New Zone Wizard page.

8. M& réng Forward Lookup Zones va click vao MSFirewall.org zone. Right click trén
MSFirewall.org va Click New Host (A).

9. Trong New Host dialog box, dién vao chinh xdéc EXCHANGE2003BE trong Name (uses parent
domain name if blank) text box. Trong IP address text box, dién vao 10.0.0.2. Check vao Create
associated pointer (PTR) record checkbox. Click Add Host. Click OK trong DNS dialog box théng
bdo rdng (A) Record dé duoc tao xong. Click Done trong New Host text box.

10. Right click trén MSFirewall.org forward lookup zone va click Properties. Click Name Servers
tab. Click exchange2003be entry va click Edit.

11. Trong Server fully qualified domain name (FQDN) text box, dién vao tén ddy dd cda Domain
controller computer l& exchange2003be. MSFirewall.org. Click Resolve. S& nhén thdy, IP address

cUa Server xudt hién trong IP address list. Click OK.

12. Click Apply va sau dé click OK trén MSFirewall.org Properties dialog box.



13. Right click trén DNS server name EXCHANGE2003BE , chon All Tasks. Click Restart.
14. Close DNS console.

Gio day Computer nday da sdn sang dé néng vai trod [én Thanh mét Domain controller trong
Domain MSFirewall.org

Tién hanh céc buéc sau dé tao Domain va ndng server ndy thanh Domain Controller ddu tién cda
Domain (Primary Domain Controller)

Cai dat Primary Domain Controller

1. Click Start va click Run .

2. Trong Run dialog box, dénh |énh dcpromo  trong Open text box va click OK.
3. Click Next trén Welcome to the Active Directory Installation Wizard page.

4. Click Next trén Operating System Compatibility page.

5. Trén Domain Controller Type page, chon Domain controller for a new domain option va click
Next.

6. Trén Create New Domain page, chon Domain in a new forest option va click Next.

7. Trén New Domain Name page, dién tén ddy dd cia Domain (Full DNS name) MSFirewall.org
text box va click Next.

8. Trén NetBIOS Domain Name page (NetBIOS name cia Domain nhdm support cho cdc
Windows OS- nhu céc dong Windows NT va WINDOWS 9x ddi ¢, khi cac Client ndy muén gico
dich véi Domain), chép nhén NetBIOS name mdc dinh

Trong vi du nay ld MSFIREWALL. Click Next.

9. Chép nhén céc xdc ldp méc dinh trén Database and Log Folders page va click Next.

10. Trén Shared System Volume page, chdp nhén vi tri luu tri méc dinh va click Next.

11. Trén DNS Registration Diagnostics page, chon | will correct the problem later by configuring
DNS manually (Advanced). Click Next.

12. Trén Permissions page, chon Permissions compatible only with Windows 2000 or Windows
Server 2003 operating system option. Click Next.



13. Trén Directory Services Restore Mode Administrator Password page (ch& d6 phuc hdi cho
Domain Controller khi DC nay gap phdi sy ¢,

Khi DC offline, vaio ché& do troubleshoot nay bdng cach1 Restart Computer, chon F8), dién vao
Restore Mode Password va sau dé Confirm password. (Cac Admin khéng nén nhém lan Password
& ché& d6 nay véi Domain Administrator Password, diéu khién hoat déng cia DCs hodic Domain).
Click Next.

14. Trén Summary page, click Next.

15. Bay gio lar [oc Computer cén Restart d& céic thong s6 viva cai dét Active

16. Click Finish trén Completing the Active Directory Installation Wizard page, hoan thanh viéc cai
dat.

17. Click Restart Now trén Active Directory Installation Wizard page.
18. Log-on vao Domain Controller dung tai khodn Administrator sau khi da Restart.
Cai dat va cdu hinh Microsoft Exchange trén Domain Controller

Computer dd s&n sang cho viéc cai dét Microsoft Exchange. Trong phén ndy ching ta sé tién hanh

nhiing buéc sau:

e Cai dat cdc Service IIS World Wide Web, SMTP va NNTP services

e Cai dat Microsoft Exchange Server 2003

® Céu hinh Outlook Web Access WebSite

Tién hanh céc buéc sau dé cai World Wide Web, SMTP va NNTP services:

1. Click Start, chon Control Panel. Click Add or Remove Programs.

2. Trong Add or Remove Programs, click Add/Remove Windows Components

3. Trén Windows Components page, chon Application Server entry trong Components page. Click

Details.

4. Trong Application Server dialog box, check vaio ASP.NET checkbox. Chon Internet Information
Services (IIS) entry va click Details.

5. Trong Internet Information Services (IIS) dialog box, check véio NNTP Service checkbox. Check
ti€p SMTP Service checkbox. Click OK.



6. Click OK trong Application Server dialog box.
7. Click Next trén Windows Components page.
8. Click OK va&io Insert Disk dialog box.

9. Trong Files Needed dialog box, dva duéng dan dén Folder 1386 trén CD cai dat Windows
Server 2003 trong copy file t text box. Click OK.

10. Click Finish trén Completing the Windows Components Wizard page.
11. Close Add or Remove Programs .
Tién hanh céc buéc sau cai Microsoft Exchange:

1. Bua Exchange Server 2003 CD vao CD-ROM,, trén autorun page, click Exchange Deployment
Tools link ndm duéi Deployment heading.

2. Trén Welcome to the Exchange Server Deployment Tools page, click Deploy the first Exchange
2003 server link.

3. Trén Deploy the First Exchange 2003 Server page, click New Exchange 2003 Installation link.

4. Trén New Exchange 2003 Installation page, kéo xudng cudi trang.Click Run Setup now link.

5. Trén Welcome to the Microsoft Exchange Installation Wizard page, click Next.

6. Trén License Agreement page, chon | agree option va click Next.

7. Chép nhén céc xdc lap méic dinh trén Component Selection page va click Next.

8. Chon Create a New Exchange Organization option trén Installation Type page va click Next.

9. Chdp nhéan t&n mdc dinh trong Organization Name text box trén Organization Name page, va
click Next.

10. Trén Licensing Agreement page, chon | agree that | have read and will be bound by the license
agreement for this product va click Next.

11. Trén Installation Summary page, click Next.
12. Trong Microsoft Exchange Installation Wizard dialog box, click OK.

13. Click Finish trén on the Completing the Microsoft Exchange Wizard page khi cai dat hoan
thanh.



14. Déng tdt cd clra 56 dang open.

Exchange Server da duoc cai ddt va gio day Admin cé thé tao cdc mailboxes cho Users. Buéc k&
tiép la cdu hinh Outlook Web Access site va chi dung phuong thic xéc thyc duy nhét la Basic
Authentication. D&i v&i cdc quan tri Mail Server thi déy la mét cdu hinh quan trong (nhung tét
nhién khéng bdt buéc) khi mudn cho phép truy cép tir xa (remote access) véio OWA site. Sau d,
ching ta s& yéu cdu mét Website Certificate (Ching tr s6 Website) cho OWA site va publish
OWA site dung quy tdc Web Publishing Rule trénISA Server, théng qua rule nay, s& cho phép

remote users truy cap vao OWA site.

Tién hanh cdc buéc sau d&€ cdu hinh OWA site dung phuong thire xdc thyce duy nhét Basic
authentication:

1. Click Start, chon Administrative Tools. Click Internet Information Services (IIS) Manager.

2. Trong Internet Information Services (IIS) Manager console, mé réng server name, mé réng

WebSites node v&i mé& Default Web Site.

3. Click trén Public node va sau dé right click. Click Properties.

4. Trong Public Properties dialog box, click Directory Security tab.

5. Trén Directory Security tab, click Edit trong khung Authentication and access control.

6. Trong Authentication Methods dialog box, ddm bédo khéng check vao (remove)
Integrated Windows authentication checkbox. Click OK.

7. Click Apply va click OK.

8. Click trén Exchange node va right click. Click Properties.

9. Trén Exchange Properties dialog box, click Directory Security tab.

10. Trén Directory Security tab, click Edit trong Authentication and access control

11. Trong Authentication Methods dialog box, ddm bdo khéng check vao (remove)
Integrated Windows authentication checkbox. Click OK.

12. Click Apply, click OK trong Exchange Properties dialog box.
13. Click trén ExchWeb node,sau dé right click. Click Properties.

14. Trong ExchWeb Properties dialog box, click Directory Security tab.



15. Trén Directory Security tab, click Edit trong khung Authentication and access control

16. Trong Authentication Methods dialog box, khéng check (remove) vao Enable anonymous
access checkbox. Sau d6 check vao Basic authentication (chd y dung phuong thie xdc thyc nay,
password duoc gui di duéi dang clear text) checkbox. Click Yes trong IIS Manager dialog box va
Admin nhan duoc thong béo réng password duoc gui di hodn todn khéng ma héa (clear). Trong
Default domain text box, dua vao tén Internal Network domain, chinh la MSFIREWALL. Click OK.

17. Click Apply trong ExchWeb Properties dialog box. Click OK trong Inheritance Overrides
dialog box. Click OK trong ExchWeb Properties dialog box.

18. Right click Default Web Site va click Stop. Right click lai Default Web Site va click Start.

Két luén:

Trong sdch huéng dén cdu hinh ISA Server 2004 nay ching ta dé thdo luan nhitng myc tiéu va
nhiing phuong thic, dé c6 thé ndm bét trign khai va cdu hinh ISA sao cho hiéu quéd nhdt. Séach
huéng dan ciing cung céip cho céc ban phuong phép gidi quyét van dé theo ting budc cu thé.
Chuong mét ndy tap trung vdo viée xdy dyng mét co s& ha téng Network (Network Infrastructure)
theo mé hinh Microsoft Active Directory Domain trén mdy chd Winndows server 2003 Domain
Controller, va trign khai céic Service khéc lign quan dén ha tdng Network nhu WINS, DNS, va céc
Service gia tdng nhu Web, Mail.. Chuong ké tiép trinh bay cdch thic cai dat mét Microsoft
Certificate Services trén Domain Controller Computer.

(H&t chuong 1 mdi cée ban tiép tyc theo dai chuong 2 s& dugc phét hanh trong vai ngay téi)
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