8 NGUYEN TAC CO BAN KHI SU DUNG PC CONG CONG
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S& dung mdy tinh céng cdng trong thu vién, quén ca phé Internet, diém truy cap Internet... déu rét
nhanh chéng, ré va tién loi. Nhung s dyng nhitng mdy tinh nay cé thyc sy an todn2 An toan véi
méy tinh cdng céng phy thudc rét [én vao céch st dyng cda ngudi dung. Duéi day la 8 nguyén
t&c co ban khi su dung méy tinh cdng cdng, givp ban an todn hon: 1. S& dung phén mém chéng
Spyware Tdi phén mém chéng phan mém gidn diép (spyware) nhu X-Cleaner cda Xblock.com.
Phdn mém nay cé dung lvong rdt nhd gon, cé thé st dung ngay trén dia mém hodic trén USB ma
khéng cén phai cai dat. Hay st dung céc phén mém chéng gidn diép dé quét mdy tinh cong cong
trude khi si dyng. D6 la mét y kign hay. 2. Khéng luu lai nhiing théng tin déing nhédp Thay vi déng
cta 53 trinh duyét hay g vao dia chi trang Web khdc, ban hay thodt khéi (logout) trang Web
bdng nhén vao ndt hodc lién két logout trén trang Web. Diéu nay han ché& khé néng nguai st
dung khéc c6 thé truy cdp vao céc thong tin trong trang Web ma ban vira ghé tham. Rét nhiéu
chuong trinh, déc biét la céc trinh nhén tin nhuy Yahoo Messenger, MSN, AOL...déu cé tinh néng
ty déng dang nhép (login) d& luu lai tén nguoi s dung va mét khau, givp ngudi st dung khong
phdi gd lai ten nguoi dung va méat khau. Tinh ndng nay chi hiu ich khi s& dung trén mdy tinh cda
riéng ban, ching s& rét nguy hiém khi st dung & nhitng méy tinh céng céng. Hay vé hiéu chic
ndng ndy m&i khi s& dung mdy tinh cong cong. 3. Bdo vé mat khau Cdc trinh duyét ciing c6 khd
ndng ghi nhé mat khau. Truéc khi luét Web, néu dang s dung Internet Explorer, héy chon Tools -
> Internet Options, trong thé Content, vao AutoComplete va b chon todn bé céc myc dénh déu.
Sau khi da hoan thanh, hay chon Tools->Internet Options. Téi thé Content, nhén vao
AutoComplete, va chon Clear Forms va Clear Passwords dé& xod toan b mét khdu va cdc dir ligu.
Nhiing chuong trinh theo dai thao téc ban phim (keylogger) 6 thé ghi lai méat khdu cda ban mét
céch don gidn. Nhung ching khong thé ghi lai duvoc néu ban st dung céc thao téc sao chép va
dén ting chi cdi vao trong mat khau. Vi dy: ndu mat khau la "gh68@" héy sao chép tirng mot
trang ndo dé tung kity 'g', 'h', '6', '8, '@"' va ddn vdo truang mat khdu. Tuy cé hoi phién phic
nhung lai an toan hon. 4. Khéng hién thi nhirng théng tin nhay cdm trén man hinh Ding dé may
tinh hién thi nhiing théng tin quan trong, nhay cdm nhu: théng tin cd nhén, mé sé tai khodn ngén
hang, ma s& thé tin dung... Khi c6 viéc can phdi di ra ngodi mét chit, ban hay déng toan bd céc
cba s8 chuong trinh, thodt khdi céic cra 56 cé chira nhing théng tin nhay cdm. 5. Xod moi ddu vét
Sau khi s dung mdy tinh céng céng, hdy xod bd moi tap tin dém va danh séch History cda
Internet Explorer. D& xod céc tép tin tam va History trong IE ban héy thyc hién nhu sau: - Trong
Internet Explorer, chon Tools -> Internet Options - Trong thé General, chon Temporary Internet files
-> Delete Files, nhan vao Delete Cookies. - Dudi myc History, chon Clear History. 6. Bing qud tin
tuvdng vao khd ndng mé hod (encryption) Hién nay, cé rat nhiéu phan mém mé hod trén thi
truang. Ching cé thé duoc s dung dé mé hod cdc email. Tuy nhién, céc phdn mém nay chi mé
hod cdc thu sau khi da sén sang dé gui thu. Diéu nay qué thyc la khéd mudn mang néu nhu mét
phan mém ghi chép moi thao téc ban phim dé duoc cai dat vao trong mdy (keylogger). Ching s&
ghi lai toan bé mat khau va néi dung thu duoc viét ra va gui vé duéi dang email cho nhiing ké cai
dat keylogger ma ngudi si dung mdy tinh khéng hé hay biét. 7. Hay chd y xung quanh Béi vi cé
rdt nhiéu thong fin néi rang nhiing hacker ¢6 thé st dung nhiing phuong tién ki thudt s& nao dé dé



theo d&i nguoi st dyng nham @n cdp mat khdu, do dé ching ta ciing khéng nén sao léing nhiing
kiéu tdn cong ¢S dién nay. Hay quan sét ki xung quanh va chi y t6i nhitng ngudi ngdi bén canh
m&i khi nhép mat khdu. 8. Ding nhdp nhirng dir liéu "nhay cdm" véio mdy tinh cong cdng Nhing
phuong phdp trén cé thé cung cdip cho ban mét phuvong thie chdng lai nhiing hanh vi quen thuéc
cOa hacker s& dung lai nhitng chiéc may tinh céng céng nay sau khi ban s dung. Tuy nhién,
hacker hay nhiing t&n @n trém chuyén nghiép c6 thé st dung céic phdn mém keylogger dé &n cdp
théng tin, email ... Nhirng céng cu ma ching sv dung s& v higu hod, va ldy cdp dugc théng tin
cba ban dé dang ngay khi ban da xod moi dir liéu lién quan. Vivéy, dé thyc sy an toan, hay trénh
gd vao s8 thé tin dung, bét c& nhiing théng tin tai chinh hodc cac théng tin nhay cdm véo trong
mdy tinh céng cong. D6 la céch su dung an toan nhét cho ban. Minh Phac



