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Lidu c6 diéu gi dang phdi so héi trong thé giéi bdo mét cdng nghé théng tin (CNTT)2 T nhiéu ném
roi McAfee, Symantec ciing nhu cdc nhd sdn xudt phéin mém phong chéng virus dé khéng ngirng
tro gilp cdc cdng ty trong viée gitr cho hé théng mang cia minh
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roi McAfee, Symantec ciing nhu cdc nhd sdn xudt phéin mém phong chéng virus dé khéng ngirng
trg gidp cdc cdng ty trong viéc gilr cho hé théng mang cba minh khéi sy tén cong cda virus, trojan
va cdc logi doan mé chuong trinh doc hai cé thé gay ra nhirng thiét hai déng ké. Nhung dén gio
vain nhitng “hiép s bdo vé& mdy tinh” dé nhung ho lai dang kinh doanh nhitng phén mém bdo mét
khéng con du khé nang chéng lai cdc cudc tan cdng nira, bdn thén nhiing phdn mém dé ciing bi
loi dung dé t&n cdng ngudi st dung. Nhirng 16 héng bdo mét méi duoc phét hién gén déy trong
céc phdn mém bdo mét cia McAfee, Symantec, va Trend Micro cho phép tin téic ¢6 thé chiém
quyén diéu khién mdy tinh. Trong khi hdu hét cdc phdn mém chéng virus déu dugc phan phdi
théng qua viéc tdi qua mang khién cho tin tdc khé cé thé kigm dugc ma céc chvong trinh nay.
Khéng nhiing thé nhirng 16 bdo mét nay cting dé lam ndi [én nhiing véin dé véi dinh huéng phén
ing bdo mdt cda nganh céng nghiép chéng virus. Day chinh la co hdi méi cho Microsoft buéc
chén vao thi trudng bdo mat. H8i déu tuén, Symantec chinh thic tiét |6 ra thu vién chéng virus cia
héing ndy hodn todn ¢6 thé bi tdn céng théng qua 18i bdo mét tran b nhé dém. Tin téic hoan todn
c6 thé loi dyng khai thac 16 hdng bdo méat nay dé chiém quyén diéu khién mdy tinh cda nguoi
dung s dung thu vién kigu nay. L&i bdo mét nay dnh hudng dén mét logi céc sdn phdm cla
Symantec nhu Symantec Norton SystemWorks, Symantec Norton Internet Security, Symantec
Norton AntiVirus, Symantec Gateway Security, Brightmail Anti-Spam, v& Symantec Client Security.
Chuyén gia nghién ctu bdo mét Alex Wheeler la ngui déu tign théng béo 16i bdo mét trong cac
san phdm bdo mat cho Symantec. Trén thyc t&, tr hdi thang 2 khi con la mét thanh vién cda nhém
nghién ctu X-Force thudc Internet Security Systems d6i thd canh tranh cda Symantec, Wheeler da
phdt hién ra 16i bdo mét trong thu vién chéng virus dnh hudng dén Brightmail AntiSpam, AntiVirus
Corporate Edition cling nhu cdc sén phém khdc cda Symantec. L6i bdo mat ndy c6 thé cho phép
tin tdc khai thdc module DEC2EXE, mét bo phdn déng co quét c6 thé truy cap vao Ultimate Packer
dé thyc hién cdc eXecutables trong cdc tép tin nén va gdy ra tinh trang tran bé nhé dém. Trong khi
Symantec d& nd lyc dé va 16 hdng bdo mét trong cdc sdn phdm cda minh thi d&i thd canh tranh
McAfee trong tudn ndy ciing chinh thc cdnh béo nguoi si dung rang mét loat céc phién ban
phén mém quét virus cda hdng nay méc |6i bdo mét cho phép “ghi dé tép tin ma nhi phan”
(arbitrary file overwrite) cho phép tin tdc ¢ thé tao va stra ddi céc tép tin nhi phan dé ghi céc
théng tin di liéu 1&n mdy tinh cda ngudi st dung. McAfee dé nhanh chéng cho ban hanh bén va
15i bdo méat nay. Khéng chi ¢é thé ngdly c& phén mém bdo mét PC-Cillin Internet Security Antivirus
cba Trend Micro ciing khdng la ngoai 1&. VeriSign iDefense da phdt hién ra sdn pham bdo mét cia
Trend Micro mdc mét Ii bdo mat cho phép tin tdc c6 thé tang quyén truy cdp ngudi st dung hodic
|l v& higu hod khé néing bdo mat. L6i bdo mét ndy dnh hudng dén cac phién ban 12.00 va 12.44,
Tin t&ic c6 thé loi dung 16i bdo mat nay dé ghi dé céc ma nhi phan hoat déng & cdp hé théng cho
phép ching chiém doat quyén diéu khién hé thdng mdy tinh cia ngudi dung. Nhy véy, nhiing vén
dé ma McAfee, Symantec, Trend Micro cing nhu sdn phdm cla céc hdng bdo mét khdc cho thdy
nhirng sdn pham nay khéng hé t6t hon céc phan mém khéc & céip dé viét ma phdn mém, Burton
Group chuyén gia phan tich cda Fred Cohen cho bigt. Nhung ké tir khi tin téic khéng thé d& dang



nhing céc dogn mé vao trong céc phan mém duoc phdt tan qua mang thi nhiing sy tén céng khai
thdc md bdo mat c6 thé bi khai théc Van dé nay ddt ra mét cau hdi vé viée ching ta dét bao nhiéu
niém tin vao céc nha cung cdp phén mém bdo mat ndy cing nhu véio mé hinh cép nhét ma ho
dang thyc hién. D6 phai la mét bign phdp phén Gng dé bdo ddm nhung né ciing phdi la mét bién
phdp phdi dya trén sy tin tudng cda ngudi sv dung vaio cdc nha cung cdp phén mém khi ho phdi
cai dat phén mém lén may tinh. Cohen dat ra mét céu hdi: “Diéu gi s& xdy ra khi c6 mét ngudi ndo
dé & ngay trong chinh cac hding bdo mét nay cai dat mét con trojan lén hé théng cda ho?” Trong
khi d6 véi nhitng 18 bdo mét nary s& khién cho céc chuyén gia chéng virus chiing minh duoc rang
phdn mém bdo mét cia ho la t6t nhét. Microsoft lai dang ngdp nghé buéc chan vao thi trudng
nay. Gartner VP cing véi ngudi dong nghiép John Pescatore cho biét: “Nhiéu héng kinh doanh
phdn mém chéng virus néi rdng ‘Véng, ding, ai mua phdn mém chéng virus cia Microsoft khi ma
bén thén ho khéng thé git bdo mat cho chinh sén phdm cda ho'”. Nhung néu sén phém cda
Microsoft ré hon cda céc nha phdt trién khéc thi sao trong khi chinh nhiing nha phdt trién dé lai
khéng chiing minh duoc rdng sdn pham cda ho ¢6 chét lvong cao hon cda Microsoft. Thét bai la
diéu hodan toan d& nhén thdy. Mét s8 sy kién gén day c6 thé thsi bung lén ngon [da lam thay dai
trong mrc d6 tin tudng vaio mé hinh cai dat va cap nhét cda cac phan mém chéng virus. Gidi
phdp vé lau vé dai dé chéng lai thdm hoa cho cac phdn mém chéng virus phdi ld mé hinh séng
kién tin tudng ma & dé cdc khod ki thudt s6, chiing chi va mét khdu duoc luu triy trén céc vi xi ly
trong mdy tinh, mdy chi va phén cing. “Péy s& la nhiing anh hudng quan trong déi véi thi truong
chdng virus, phdn mém gidn digp nguy hiém trong thoi gian tr 5 dén 7 ném t6i,” Cohen cho biét.
Tai sao lai phdi cé mét thoi gian lau dén nhu vay?2 Béi vi 15 triéu mdy tinh ma cac héng kinh
doanh PC cung cép khéng du gdy dnh hudng. “Ban can phdi ¢ it nhat 100 triéu mdy tinh tin
tudng,” Cohen cho biét. Diéu ndy s& khdng thé xdy ra cho dén tan khi ndo ma vong tiép theo cla
sy thay th& PC xdy ra - mét vong quay can thdi gian tr 3 dén 5 ném



