PHAN MEM BAO MAT CO THAT SU HOAN HAO?

Cdc phdn mém bdo mat duoc thiét k& dé bdo vé nguoi st dung thodt khdi nhiing hiém hoa tr céc
phan mém qudng cdo (adware) va cac phén mém gidn diép (spyware), séu, virus... nhung ching
cing c6 nhirng thiét [dp mac dinh khéng cho phép ngudi dung truy cép vao

Héu hét cac phén mém bdo mét va céc phdn mém chéng spyware déu gap phdi mét van dé:

Trong thoi gian céc chuong trinh ndy bdo vé hé thdng cla nguoi dung, mét s6 cdc cdng thong tin
tryc tuyén (news portal) cé chira cookie khéng thé truy cép duoc. Cdc cdng théng tin nay thu loi
nhudn nho qudng cdo bdng cdch st dung cdc cookie 1 cde héing thi ba. Vivéy, nguoi st dung
déu khong thé t6i duoc nhirng théng tin hivu ich tir céc cdng théng tin nay, ho da b "khod cing”
trong thé gi&i cda nhirng bd phén mém bdo mat.Mét chuyén gia phén tich vé bdo mét cia Yankee
Group phét biu: " Diéu nay xdy ra bdi céc céc phdn mém bdo mat xéc dinh va logi bd céc
cookie, rdt cé thé nhirng cookie "hién lanh" ciing bi coi nhu la nhiing thanh phdn nguy hiém. Qué
khé khan dé phan biét cookie hiru ich va cookie hiém doc, bdi vay xod bd hodn toan céc cookie
ludn l& phuong phép ma céc chuong trinh bdo mét su dung."

Cookie & gi2 Tai sao lai phai s dung Cookie?

Khéng quan tam la ban luét téi déu trong khéng gian réng 16n cda Internet, hdu hét céc trang
Web héu nhu déu cai dat cac cookie trén mdy tinh cda ngudi dung. Vay, cookie la gi2 Tai sao céc
trang Web lai thich so dung cookie?

Thyc ra, cookie chi la mét géi théng tin nhé thuong duoc luu i trong mét file text ma cac trang
Web luu lai trén mdy cla nguoi si dung. Cookie luu gitr mét s& thong tin d& xdc dinh ban hodic
mdy tinh cda ban véi mdy chd. Bét ¢ khi ndo ban vao trang Web, céc cookie nay sé "théng bao"
tin hiéu v&i mdy chi la ban dé tvng ghé tham trang Web nay.

Chinh vi vay, cookie thyc sy chdng lam hai gi cho mdy tinh cd. Khéng nhirng khéng lam hai, ma
cookie lai con khd thuan tién nhu luu trir mat khdu va nap céc thong tin cén thigt. Méc du, trong
mdét s8 truang hop cookie s& de doa khd ndng bi mdt thong tin cé nhan, 16 mat khau..."Béc tuong”
khéng thé vuot qua

Mét vi dy dién hinh la bén cap nhat phdn mém chéng gidén digp cla Symantec, da chdn truy cép
céc trang thdng tin tryc tuyén bdi phan mém nay giéi han céc cookie tir nhitng céng ty quang céo.
Tuong ty, PC Tools, mét chuong trinh chéng spyware khd néi tiéng trén thi truong, dé chén hau
nhu todn bé tat cd nhiing trang théng tin tryc tuyén bdi nhiing cookie nary. Nhing 16i nay héu nhu
déu xdy ra véi céc PC cling nhu laptop st dung céic bd cong cy McAfee Internet Security, Microsoft
AntiSpyware, Symantec Internet Security, va Zonelabs Internet Security.

Théng thuong, ngudi st dung sau khi d& mua vé va cai dét cdc chuong trinh bdo mét nay chdng
quan tam givé nhirng thigt lap mdc dinh. Nhing thiét Iap méic dinh hodn toan cé thé chinh sta dé
truy cdp vaio mét s cac trang Web chia céc cookie mang tinh quéng céo. Trong héu hét cac
trudng hop, nhitng cookie nay thyc sy chdng gdy nguy hiém ndo t6i ngudi st dung. Tuy nhién,
mét 8 phan mém bdo mat lai rét "khé tinh", khéng cho thay déi céc thigt Iap nay. Chinh diéu nay
da lam &nh hudng hang triéu ngudi su dung.

Hau hét céc chuong trinh chan spyware déu hoat déng chén céc cookie & mie dé cao, rét it cac
phdn mém la cé khé ndng loc bd cookie higu qud. Tiéu bidu la chuong trinh diét spyware Ad-
Aware SE Personal cia Lavasoft. Ngodi khd ndng logi bé cdc phén mém spyware va adware én
ndp trong dia cing, phéin mém ndy con cé tuy chon cho phép tim, lya chon st dung ciing nhu xod



b céc cookie kha nghi.

Khéng giéng nhu Ad-Aware cac chuong trinh tiéu diét phén mém gian diép, chuong trinh diét
virus khdc thudng xod bé toan bd cookie ciing nhu nhitng thanh phén cé khé nang la adware va
spyware.

Phén héi tr cdc chuyén gia va hdng cung cép phdn mémNguoc lai, mét s& chuyén gia bdo mét
khéc lai khdng dinh xod bé hodn toan cookie cling khéng phdi la qué 8 hai. Chuyén gia bdo mét
cla Forrester Research, Natalie Lambert thi lai cho rding céc phdn mém bdo mét xod tdt cd céc
cookie & cach t6t nhét dé bdo vé khéch hang.Lambert thira nhén rét 6 thé cdc phdn mém béo
mét cda Symantec va cda cdc hding khdc chan truy cép téi cac trang tin toc hop phép. Nhung néu
thyc sy diéu ndy xdy ra, thi hdu hét céc khdch hang sé than phién véi cdc nha cung cdp sén pham
vé diéu dé: "Toi cdng nhdn rdng khach hang s& chédng duoc loi gi khi ma cdc phdn mém chéng
gidn diép chdn cdc trang Web hop phdp. Nhung ching ta can tin tudng vao cée nha cung cép
phan mém bdo méit, ho luén bdo vé hé théng may tinh theo céch an toan nhét. Trong mét trudng
hop déic biét ndo dé, cdc trang Web hop phép cé thé bi chéin va cdc cookie s& bi xod nhdm bédo
vé 16i da sy &nh hudng t6i mdy tinh cda ngudi dung."

Theo Richard Stiennon, phé giém déc nghién cdu cia Webroot Software, mét cong ty cung céip
phdn mém chéng gian diép ndi tiéng, 6ng hodan toan déng y véi y kién cda Lambert. Ong cho
rang 16i xod cdc cookie cling nhu chén cdc trang Web hodn todn la do céc nha cung cdp cdc
trang Web.Ong ciing pht nhén gid thuyét vé céc phdn mém chéng gidn digp cing nhu cdc phéan
mém chdng virus da cé nhirng thay ddi cting nhv cdp nhat ndo dé nhdm chdin céc trang Web hop
phdp, ¢6 t6i 99% céc nha sédn xudt phdn mém déu cung st dung mét phuong phdp dé xéc dinh va
san lung cdéc spyware va adware.LSi thudc vé ai?

Gido su khoa hoc méy tinh thudc vién cong nghé & Florida, James Whittaker cho rang: "Cdc nha
cung cdp phén mém bdo mét ciing giéng nhu cdc bdc s7 tht y. Ho phdi ¢8 géng béng bé nhing
vét thuong dang ri méu trén nhitng con thi déng thuong. Nhung cdi ma ho can dén & day khong
phdi l& gidi phdp ma la cach lam thyc t&. Céc nha cung cp phén mém ciing vdy, ho phdi sdng
tao ra mét céich ndo dé dé sa 16i phdn mém cia ho."

Gido sv Whittaker ciing cho rdng 18i cdc phan mém bdo mét ciing la mét phan cla van dé. Céc
phdn mém nay chua thyc manh mé va ddng tin cdy. Hacker van c6 thé xém nhép tir nhiing 16
héng cta céic phdn mém ndy. Céc phdn mém bdo mat ndy cén phdi nhanh chéng vé hét nhing 16
h&ng.Mé&t phén trong nhitng nguyén nhén gdy 16i la do phuong phép thigt k& cac phén mém. Véi
khodng hon 100 000 virus, sau, spyware, adware... cdc phan mém bdo mat khong thé ndo kiém
sodt 18t duoc.Ké thu ddu mat: Céc trinh duyétMst nguyén nhan ma mdy tinh dé bi tén céng va sy
xam nhap tran lan cla céc sau va virus la do nhiing 16 héng trong trinh duyét. Hu hét cdc phdn
mém gidn diép va virus xdm nhdp vao mdy tinh qua trinh duyét Web. Theo bdo cdo cia
Symantec, c6 khodng 70% dén 80% lay nhiém qua trinh duyét bdng cdch s dung ActiveX. Céc
diéu khién ActiveX cho phép tdi va cai dét cdc tién ich cém thém vao trinh duyét don gidn, nhanh
chéng nhung dé ciing la y&u diém lén nhét cda IE vé béo mét.

Trong khi nhiing véin dé gay tranh c&i xung quanh céc phén mém bdo mat, thi céch t&t nhat ban
héy ty bdo vé minh. Néu su dung IE la trinh duyét mé&c dinh, hay doc bai viét Thi thuét giop
Internet Explorer bdo méat hon dé& an toan hon. N&u thyc sy "nham chan" véi IE, hay chuyén qua
su dung Firefox hogic Opera ciing la sy lya chon déng can nhéc.

Tuy nhién, chdng cé trinh duyét ndo Ia hodn héo va tuyét déi an toan. Mét céch ty bdo vé kha hiru
higu la chuyén qua st dyng mét tai khodn khéng cé quyén quén tri hé thdng (non-administrator)



trong HDH Windows XP cling I mét céch 18t dé han ché rii ro khi luét Web.
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