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TOMTAT:
Cé rét nhiéu dang tdn cong c6 thé nhdm vao cdc mang cdm bién vé tuyén (WSNs). dé manh va
phoc tap cla céc dang tén cdng nay khéng ngirng téing 1én. Céc han ché& vé mdy tinh va nang
luong pin & cdc node cdm bién van 6n tai do sy da dang cla cdc co ché bdo mét. Bai bdo nay dé
cap dén van dé s dung cdc todn 1 phy thude div liéu chuyén déi duoc dinh huéng cho thiét k&
céc thuét todn ma héa t6c dd cao phu hop véi céc ing dung trong céc méi trudng han ché. Trong
bai nay cling giéi thiéu va dva ra céc danh gig mé khéi méi dya trén SDDO su dung phuong
phdp trén. K& qud dénh giéd mic dé bdo mét cho thdy mét ma MD-64 khé bi xédm nhédp hon so
véi céc WSN dang duoc st dung phé bign hién nay nhu DES, Camellia, ...Hon niva két qud t8ng
hop cho viéc trién khai trén phén cing (FPGA) chirng minh dugc rdng MD-64 méi nay cé higu
qué rdt cao, dac biét la déi véi WSN.
Wireless sensor networks (WSNs) are exposed to a variety of attacks. The quality and complexity
of attacks are rising day by day. Limitations in computational and battery power in sensor nodes
are constraints on the diversity of security mechanisms. This paper concerns the problem of using of
the switchable data-dependent operations (SDDOs) oriented to the design of fast cipher suitable to
applications in constrained environments. The new SDDO-based block cipher using this
approach presented and estimated. The security estimations show that cipher MD-64 is less likely to
suffer intrusion of differential cryptanalysis than currently used popular WSN ciphers like DES,
Camellia and so on. Moreover, FPGA  synthesis result  for hardware
implementation (FPGA) proves that new cipher MD-64 is very efficient, especially for WSN
Dé xudt gidi phdp mét ma khai trén co sé todn t& phy thude div liéu chuyén dsi duoc huéng dén
ong duyng trén cdc thiét bi di déng.



